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Pabouas mporpamma 3amura mHpopmanum coctapieHa ¢ Tpedbosanusmu OI'OC,
BO, OIIOIl no wnanpaenenuto mnoaroroBku 09.03.01 HMudopmarnka u
BBIUMCIIUTEIbHAS TEXHUKAa  (YpOBEHb BbICIIEro oOpa3oBaHus: OakaiaBpuar) u
y4eOHOro IJIaHa.

[Iporpamma oOcCykJleHa W PEKOMEHIOBaHA K HCIIOJIB30BAaHUIO M (W) HU3JIaHUIO
pemienreM Kadenpel Ha 3acegaHuu  kKadenpel «MHpopmaTHKa U CUCTEMBI
yIPaBICHUS

npotokoa Ne 09 ot 19.04.2023r.
3aB. kadenpoit UuCyY
K.ILH., no1ieHT E.H. Top6aueBckas

OnobpeHo Y4eOHO-METOJUYECKUM COBETOM By3a
npotokos Ne 4/23 ot 27.04.2023r

ITpencenarens YMC

k.n.H. 1.1. Mypraesa



1. HEPEYEHD PE3VYJIbTATOB OBYYEHMUS 110 JUCHUIIJINHE

B pesynbrare OCBOEHHS AMCHUIUIMHBI Yy OOyYaromIUXcsi JOJDKHBI OBITH CPOPMUPOBAHBI
ciemyromue o0nenpoecCHOHATbLHBIC KOMIIETSHITMH U TTPO()eCcCHOHAIBHBIC KOMIICTCHIIUH:

HanmenoBanme KOMIICTCHIINHN

Ko xommierennuu

AIMUHHCTPUPOBAHUE CETEBON MOACUCTEMBI HMHPOKOMMYHHUKAITUOHHON
CUCTEMBI OpraHU3aALHN

[1K-2

(hopMUPYIOLIUX 3TU KOMIIETEHIINU coriacHo yueOHomMy miany OITOIT

2. MECTO JUCIHHUILIMHBI B CTPYKTYPE OBPA3OBATEJILHOM

MMPOI'PAMMBI

Jannast ydeOHas NAMCUUIUIMHA OTHOCHUTCS K K 4YacTH, (QopMHpyeMOW ydyacTHHUKaAMU
oOpazoBarenbHbIx oTHOHIEHHH 09.03.01 «MHpopMaTHKa 1 BBIYUCIUTEIbHASI TEXHUKAY.

B rtabmuue 1 mpencraBieH InepeueHb KOMIETEHLUMH C YKa3aHMEM IEpeuHs AUCLMILINH,

Tabmmma 1
Kon HaunmenoBanue [IpeqmecTByromme [Tocnenytromue
KOMIIETCHIIMU | KOMIIETEHIIHNH, JCIUTIINHBI, JIACIIUTIINHBI,
dbopmupyemoii B pamkax | GopMupyroIIHe bopMupytomre yKazaHHYIO
OCBOCHUS JUCHHUILINHBI YKa3aHHYIO KOMITIETEHIIO
KOMITETCHIUIO
[1IK-2 IATMUHUCTPUPOBAHHUE CETEBOM OrnepartnoHHbIC MHuKpomnpoIecCopHbIe
HOJICUCTEMBI cucteMsl Linux u CHCTEMBI
MH()OKOMMYHHKAIIMOHHON CHCTEMBI PeasbHOro [IpoekTrpoBaHue

CHUCTEMBI OpraHHu3aluu

BpEMEHHU
CucremHoe
MPOrpaMMHOE
obecrieueHune

Cern u
TENEKOMMYHHUKAITUU

BBIYHCIUTENBHBIX CHCTEM U
KOMILIIEKCOB

KopnopatuBHbie
cetu/[IpOMBITIUTIEHHEIE CETH
[Ipon3BoncTBeHHAS TPAKTHKA.
Texmomornueckas (IIPOEKTHO-
TEXHOJIOTHYECKasl) TPAKTHKA
[IpenmumiomMHas mpakTHKa
3ammTa BBITYCKHOM
KBUTH(UKAITHOHHON PaboTHI,
BKITFOYAsI ITOJITOTOBKY K
MpOIeNype 3aIUTHI ’
MIPOIENYPY 3aITUTHI

* B KauecTBe dTana (GopMUPOBAHUS KOMIIETCHIIMI HCIONB3YIOTCS HOMEpa CeMECTPOB corfiacHo ydeOHoro miana OITOIT




[lepedenp MIaHUPYEMBIX PE3YJAbTATOB OOYYEHHS, COOTHECEHHBIX C IJIAHUPYEMBIMH pPEe3yIbTaTaMu
OCBOEHHSI OCHOBHOH MpO(eCCHOHATBLHONW 00pa30BaTebHON MPOTpaMMbI HalpaBlIeHHUs TIOATOTOBKH,

NpeACTaBiIeH B Tabnue:

Ko n HaumeHoBanue
KOMIIETEHIINU

KOI[ 1 HAMMCHOBAHUC MHAUKATOpA JOCTUKCHUS KOMIICTCHIIUN

[IK-2. AqMuHMCTpHpOBaHKE
CETEBOH IOACUCTEMBI
WH(POKOMMYHHUKAIIMOHHON
CHCTEMBI OpraHHU3alH

[IK-2.1. Ananu3upyer NpuHIUIBI PYHKIHOHUPOBAHUS alllapaTHBIX,
IPOrPaMMHBIX U IIPOrpaMMHO-aIIIAPATHBIX CPEJCTB CETEBOM
HOJICKCTEMBI MH(POKOMMYHHKAIIMOHHON CHCTEMBI OpraHU3aI[iH
[IK-2.2. [IpoekTupyeT apXUTEKTYypy alnnapaTHbIX, IPOrPaMMHBIX U
MIPOrpaMMHO-aNMNapaTHBIX CPEICTB CETEBOM MOJCUCTEMBI
MH()OKOMMYHUKALIMOHHOM CHCTEMBI OpraHU3a[uu

[IK-2.3. IIpumensier cereBbie Mmonenu OSI u IEEE, ctpykrypy u
OCHOBHbIE MPUHIMIBI paboThl ceTu HTEpHET

[IK-2.6. Ucnonb3yeT COBpEMEHHBIE CTaHAAPThl, HOPMATUBHO-
TEXHUYECKYIO JOKYMEHTAIHIO B 001acTH HHPOKOMMYHHUKAITMOHHBIX
TEXHOJIOT Ul IPU aIMUHUCTPUPOBAHUH YCTPOMCTB U MPOrPaMMHOTO
o0ecrieueHus

[IK-2.7. Y4acTByeT B IpOEKTUPOBAHUH, KOH(OUTYPUPOBAHUU U
IJIAaHUPOBAHUM C TpeOyeMOoi POU3BOAUTEIHLHOCTHIO U HEOOX0IMMOM
0€30MacHOCTBIO CETEBBIX MOACUCTEM HH(POKOMMYHUKALMOHHON
CUCTEMBbI OpraHU3aIlU

[1K-2.8. YyacTtByeT B HAacTpoOWKe, aAMUHUCTPUPOBAHUH,
BOCCTAHOBJICHHH IIPU COOSIX amlapaTHbIX, IPOrpaMMHBIX U
IIPOrPaMMHO-ANIAPATHBIX CPEICTB CETEBOM MOJCUCTEMBI
MH(POKOMMYHHUKAIIMOHHOW CUCTEMBI OpraHU3alMU




3. OFBEM JUCIHUILIMHBI 1 BUJIbl YYEGHOM PABOThBI

OYHAS ®OPMA OBYYEHUA

Bua yueOHol# padoThl Bcero Cemectp
7
OO0uasi Tpy10€éMKOCTb AU CHUNIIMHBI 144 yac 144 yac
43.e. 43.e.
KonTakTHas paGora ¢ npenogaBaresieM (Bcero) 64 64
B ToMm uncne:
Jlexmun 32 32
[IpakTrueckue / cCeMHHAPCKUE 3aHSATHUS - -
JIabopaTopHbIe 3aHATHS 32 32
Koncynpranumn - -
CamocrosiTesibHasi padoTa (Bcero) 44 44
B mom yucne (ecau ecmw):
Kypcosoui npoexm / paboma - -
Pacuemno-epagpuueckas paboma - -
Konmponvuas paboma - -
Pegpepam / acce / doknao - -
Unoe 44 44
Bua npoMexyTouHO#M aTTecTanuM (3a4eT, IK3aMeH) Dx3ameH (36) Dx3ameH (36)
3AOYHAS ®OPMA OBYUEHUSA
Bun yueOHo# padoTsl Bceero Cemectp
7
O0mast Tpy10éMKOCTb JUCUHUILIIHHBI 144 4gac 144 gac
4 3.e. 4 3.e.

KonTakTHasi padora ¢ npemnojaBarejieM (Bcero) 16 16
B ToMm uucie:
Jlexkmn 8 8
[IpakTrueckue / ceMUHApCKUE 3aHATHUS - -
JlaGopaTopHbIC 3aHATHUS 8 8
Koncynbranuu - -
CamocrosiTesqbHasi padora (Bcero) 92 92
B mom uucne (eciu ecms):
Kypcosoii npoexm / paboma - -
Pacuemno-epagpuueckas paboma - -
Koumponvuas paboma - -
Pegepam / scce / doxnao - -
HUnoe 92 92
Bua npomexyTouHOM aTTecTanuM (3a4eT, IK3aMeH) Dx3aMeH(36) Dk3amMeH(36)




OYHO-3A0YHASA ®OPMA OBYYEHUSA

Bua yueOHo# padoThl Bcero Cemectp
7
OO0uasi Tpy10€éMKOCTb AU CHUNIIMHBI 144 gac 144 gac
4 3.e. 4 3.e.
KonTakTHas padora ¢ npenogaBaresieM (Bcero) 22 22

B ToM uncie:

Jlexmuu 16 16

[IpakTrueckue / ceMMHApCKUE 3aHATUS - -

JIabopaTopHbIe 3aHATHS 16 16
Koncynbrannn - -
CamocrosiTesbHasi padora (Bcero) 76 76

B mom uucne (echiu ecms):

Kypcosoii npoexm / paboma - -

Pacuemno-epagpuueckas paboma - -

Koumponvuas paboma - -
Pegepam / scce / doknao - -
Hnoe 76 76

Bua npoMexyTouHO# aTTecTanuM (3a4eT, IK3aMeH) Dx3ameH(36) Dx3ameH(36)

4. CTPYKTYPA U COAEPKAHUE JUCIUII/INHBI
4.1. KAJIEHIAPHO-TEMATHYECKOE IINTAHUPOBAHHUE
OYHASA ®OPMA OBYYEHUA

Ne KonnuecTBo yacoB Ha
n/ Tema mpakTUYeCKue | jJabopa | caMOCTOsATe
n JIEKIMU | /CEMUHApPCKUE | TOpPHBIC JBHYIO
3aHATUS 3aHATUS | pabory
1 | Tema 1. OcHOBHbIEC IOHATHUS U 2 3

OTIPEICIICHUS TIpeIMeTa
3aIuThl HHOOpPMaIH

2 | Tema 2. Pazrpanuuenue 2 3
J0CTyna K pecypcam

3 | Tema 3. Unentuduxanus u 2 3
ayTeHTH(HKALUs CYOBEKTOB

4 | Tema 4. MeTtoJibl U cpeacTBa 2 3
KpUNTOrpaduyecKkoil 3auThl

5 | Tema 5. Kontpoias 2 3

LEJIOCTHOCTH WH(pOPMALIKH.
OneKkTpoHHO-IIU(POBas
MOJIHCh

6 | Tema 6. Xpanenue u 2 3




pacrpeneneHue KIo4eBou
uHpopmanuu. [IpoTokob
0e30macHo# ayTeHTU(UKAIUN
II0JIB30BATEIICH

Tema 7. 3amura
MIPOTPaMMHOTO 0OECIICUCHUS
OT HECAaHKIIMOHUPOBAHHOTO
WCTIOJIH30BaHUS

Tema 8. 3amura oT
paspyLIarommx HporpaMMHbIX
BO3A€HCTBUHI

Tema 9. 3amuTta nHGOpMaH
B KOMIIBIOTCPHBIX CCTAX

32

11

10

Tema 10. UmxenepHo-
TEXHUYECKas 3aliuTa
nHpopManuu

11

Tema 11. PykoBogsaniue
nokymeHThl Poccuu. [IpaBoBoe
obecrnieueHue
nH(OPMaMOHHON
0€30MacHOCTH U
MIPOTUBOICHCTBHIO

TEPPOPHU3MY.

Htoro

32

32

44

3AOYHASA ®OPMA OBYYEHMUA

Tema

KonnuecTBO yacos Ha

JICKIIUU

NPAaKTUYICCKUE
/ceMuHapCKue
3aHATHUS

nabopa
TOpHBIE
3aHSATHUS

CaMOCTOSITE
JTBHYIO
pabory

Tema 1. OcHOBHEIE IOHATHS U
OTIPEICIICHUS TIpeIMeTa
3aIuThl HHQOpPMaIKI

0.5

9

Tema 2. Pasrpanunuenue
JIOCTYIIA K pecypcam

0.5

Tema 3. UnenTuduxamnus u
ayTeHTU(UKaIMs CyObEKTOB

0.5

Tema 4. MeToJipl U cpencTBa
KpUnTorpadguueckoi 3auThl

0.5

Tema 5. Kontpons
LIEJIOCTHOCTH HH(pOpMAaLIKH.
OneKkTpoHHO-IIU(pOBast
TOJMHCh

Tema 6. Xpanenue u
pacIpeneneHue KIo4eBou
unpopmaruu. [IpoTokoms
0e30macHoO# ayTeHTUUKAITUU
MOJb30BaTeIe

Tema 7. 3ammra




MIPOrPAMMHOTO 00€CTICUCHHSI
OT HECAaHKIIMOHUPOBAHHOTO
WCIIOJIb30BaHUS

Tema 8. 3armura ot
paspyLIarmmx IporpaMMHbIX
BO3A€HCTBUH

Tema 9. 3amurta nHGOpMaLH
B KOMIIBIOTCPHBIX CCTAX

10

Tema 10. MUmxenepHo-
TEXHUYECKas 3aIIuTa
nHbOpMaLIUU

11

Tema 11. PykoBogsaniue
nokymeHTbl Poccuu. [IpaBoBoe
obecrnieueHune
nH(OPMaLMOHHON
0€30MacHOCTH U
MIPOTUBOICHCTBHIO

TEPPOPHU3MY.

HUroro

8

92

OYHO-3A0OYHASA ®OPMA OBYYEHUA

Tema

KoanuecTBo yacoB Ha

JIEKIAU

PaKTUYIECKUE
/ceMuHapCcKue
3aHATHUS

nabopa
TOpHBIE
3aHSATHUS

CaMOCTOSITE
JTHHYIO
pabory

Tema 1. OcHOBHEIE IOHATHS U
OTIPEICIICHUS TIpeIMeTa
3aImuThl HHOOpPMAaIIHI

7

Tema 2. Pasrpannuenue
JIOCTYIIa K pecypcam

Tema 3. UnenTudukanus u
ayTeHTU(DUKAIUSA CyObEKTOB

Tema 4. MeTojibl U cpencTBa
KpUINTOrpaduuecKoi 3amuThl

Tema 5. KoHTposab
L[EJI0CTHOCTH UH(OPMALIUH.
OnexrpoHHO-IU(ppoBas
TMIOJIMTUCH

Tema 6. Xpanenue u
pacrpeeneHrue KIo4eBou
unpopmaruu. [IpoTokomns
0e30macHoO# ayTeHTU(UKAITUU
MOJIb30BaTeIe

Tema 7. 3ammura
MPOrPaMMHOTO 00eCTIeUeHHUSI
OT HECAaHKIIMOHUPOBAHHOTO
HCITOJIb30BaHUS

Tema 8. 3ammra ot
pa3pylaIUX MPOrPaMMHBIX
BO3A€HCTBUN

Tema 9. 3amuTa nnpopmanuu

16




B KOMIIBIOTEPHBIX CETSIX
10 | Tema 10. MmxeHepHO- 2 7
TEXHUYECKas 3aIlnTa
uHbOpMaLIUU
11 | Tema 11. PyxoBomsmue 2 6
nokymeHTbl Poccuu. [IpaBoBoe
obecrieueHne
MH(POPMALTMOHHON
0€30IacHOCTH U
IIPOTUBOICHCTBHIO
TEPPOPHU3MY.

Wtoro 16 16 76

4.2.  KPATKOE COAEPKAHUE JIJEKHUOHHOI'O KYPCA

Tema 1. OcHOBHBIC IOHATHSA M ONPeEAeICHUS NMPeIMeTa 3a1IUThI HHGoOpManuu
CaHKIIMOHUPOBAaHHBIM W HECaHKIMOHUPOBaHHBIA JocTyn. ba3oBble cBoiicTBa 0€30MaCHOCTH
uHpopManuu. Yrpo3sl 0€30MaCHOCTH M KaHalbl peanu3anuu yrpo3. OCHOBHBIE NPUHIUIIBI
obecnieuenuss uHpopmannoHHoi Oe3omacHocTH. lleHHOCTh, MHGpOpManuu. Mepbl obecrieueHus
0€30MacCHOCTH KOMIIBIOTEPHBIX CHCTEM. XapaKTEepUCTUKAa CIOCOOOB 3allUThl KOMIBIOTEPHOMN
nH(OpMaIMH C TOMOLIBIO alllIapaTHO-IIPOrPaMMHBIX Mep.

Tema 2. Pazrpanudenue 10ocTyna K pecypcam

[Tonutuku 6e3omacHocTH. Kimaccudukanus monutuk 6e3omacHOCTH. [loMUTHKH M30MpaTeILHOTO
pasrpaHuyeHuss JocTyna. MaHjatHele TNONUTHKM — OGe3omacHoctu.  KoHTpons — jocryma,
O6azupyromuiics Ha poisx. [lomuTuku 0e30MacHOCTH KOHTPOJISI LEIOCTHOCTH MH(POPMAILIMOHHBIX

pecypcos.

Tema 3. UnenTudukanus u ayreHTU(PUKALNSA CYyOHEKTOB

Knaccuduxkamus noacucteMm uaeHTuGuUkanuu u ayreHTudukanuu cyobekroB. [laponbHbie cucTtemMbl
UAeHTUPUKAIIMM U ayTeHTU(PUKAIMM T[ojib3oBareneil. WaeHTHuUKaUs u  ayTeHTU(HUKALUSA
T0JIb30BaTelIell C UCOIb30BAaHMEM TEXHUYECKUX yCTpoicTB. neHTH KA 1 ayTeHTUDUKAIUS C
MCIOJIb30BaHUEM HHIWBUYaIbHBIX OMOMETPUYECKUX XapaKTEPUCTHUK MOJIb30BaTEIIS.

Tema 4. MeToabl U cpeacTBAa KPUNTOrpapuuecKou 3auUThl

[Mpunnuner  kpunrorpaduveckoil  3amutel  uWHGOpMAMU. TpagUIMOHHBIE CUMMETPUYHbBIC
KPUNITOCUCTEMBI: IIH(pPOBaHHE METOJOM 3aMEHbl, IU(pPOBaHHE METOJaMH TEPEeCTaHOBKH,
i poBaHue METOJJOM TaMMUPOBaHUsA. DJIEMEHThl KpunToaHanu3a. CoBpeMEHHbIE CUMMETPUYHBIE
cuctembl MmudpoBanus: cranpapt mudposanus DES (CIIA),  oTeuecTBEeHHBIH cTaHAAPT
CUMMETPHYHOTO HIM(pPOBaHUSA. ACUMMETPUYHBIE KPUITOCHUCTEMbI: HEJOCTATKU CHUMMETPHUHBIX
KPUNTOCUCTEM W MPHUHLHUIBI ACUMMETPUYHOTO IIU(PPOBaHUSA, OJHOHAINPABICHHbIE (YHKIIHUH,
anroputM mugpoBaHus RSA,

Tema S. Kontpous nenocrnoctu nHpopmManuu. JIeKTPOHHO-IHPPOBasi MOANUCH
[Ipobnema oOecrnedyeHuss 1ENOCTHOCTH HHpopManuu. DYHKIMM XIHMIMPOBAHUS M SJIEKTPOHHO-
udposas noanuck. MappacTpykrypa oTKpbIThIX Kiatouei PKI.

Tema 6. Xpanenume m pacnpegeieHue Kiao4esoid uHpopmanuu. IIporoxkosnbr Oe3onacHom
ayTeHTH(PUKALUH [101b30BaTe el

TumnoBble cxeMbl XpaHeHHs KITtoueBo mHpopmanuu. 3amura 0a3 AaHHBIX ayTeHTU(uKauu B OC
Windows u UNIX. Hepapxus xmroueBodd uHpopmanmu. Pacnpenenenue xmoueld. IIpoToxosisl



0e30MmacHO# yaaleHHOH ayTeHTU(UKAIIUU TI0JIh30BaTEICH.

Tema 7. 3ammTa NnporpaMMHOro odecrnedeHusi OT HECAHKIIMOHMPOBAHHOI'0 UCNOJIb30BAHUS
[Ipobnema 3amuUThl HMPOTPaMMHOTO OOECHEeYeHHs OT HECAHKIMOHUPOBAHHOTO HCIOJIb30BaHUSL.
MonynbHasi apXUTEKTypa TEXHHUYECKUX cpeAcTB 3ammThl [1O 0T HECaHKIMOHHUPOBAHHOTO
UCIONb30BaHusA. DYHKIIMOHUPOBAHMWE TOJCUCTEM M MOIyled cucteMbl 3amuTtel [1O ot
HECaHKIIMOHUPOBAHHOIO MCIOJIb30BaHusA. DnekTpoHHble Kitoun HASP. 3amura 1O ot uzyuyenus:
0a30BBIC METOJBI HEUTpAIHM3AIlMH CHUCTEM 3alllUThl OT HECAHKIIHOHUPOBAHHOTO WCIIOJIB30BAHMUS,
MOHATHE U CpEACTBa OOpaTHOrO MPOEKTUPOBAaHUS, JIOKAIM3AIMS KOJA MOMIY/IS 3allMUThI
nocpenctBoM omioBa WinAPI ¢yHKuii B pexxnMe oTiIanku, 0a30BbIe METOJBI MPOTHUBOICHCTBHUS
oTJIa9rKaM, 0a30BbIE METOJIBI MIPOTUBOICHCTBHS nu3acceMOnupoBanuto [10, 3ammra OT OTIaIKH,
OCHOBaHHas Ha 0COOEHHOCTAX KOHBeWepu3aluu npolieccopa, HCIOJIb30BaHUE
HEJOKYMEHTUPOBAHHBIX HMHCTPYKIIMH W HEJOKYMEHTUPOBAHHBIX BO3MOXHOCTEH TMpolieccopa,
mudpoBaHUe KOJAa TMPOTPaMMbl KaK YHUBEPCATBbHBIA METOJ MPOTUBOACHCTBUS OTJIAJAKE U
JTN3aCCeMOTUPOBAHHUIO.

Tema 8. 3ammTa oT paspymaniux NporpaMMHbIX BO31eHCTBHIl

[lonaTre paspymaroniero NporpaMMHOIO BO3ACHCTBHA. Mozaenn B3auMOJEHCTBHS IMPUKIATHOU
nporpammel 1 PIIB. Komnerorepusie Bupychl kak knacc PIIB. 3amura ot PIIB. M3ommpoBanHas
IIPOrpaMMHas Cpefa.

Tema 9. 3amura ungopmMannu B KOMIILIOTEPHbIX CETAX

OcHoBHble yrpo3el W npuunHbl ysa3Bumoctu cetu INTERNET. Knaccudukanus TUNOBBIX
yIaJleHHBIX aTak Ha MHTpaceT. [loAxoapl K 3alMTe OT TUHOBBIX yNAlIeHHBIX arak. OrpaHuuyeHue
JoCTyna B ceTb. MexcereBbie SKpaHbl. Buptyanpabie yacTHbie ceTd (VPN). JloMeHHas apXuTeKTypa
B Windows NT. Cnyxba Active Directory. L{eHTpann30BaHHbBIH KOHTPOJIb YIaJEHHOTO IOCTYIIA.
CepBepbl ayTeHTH(DUKAIIIH.

Tema 10. UnkeHepHO-TEeXHMYECKAS 3a1IMTA HHPoOpMaIMU

Pamnomukpodonsl. YcrpolicTBa mnepexBara Tele(OHHBIX cooOmennid. Crenuain3upoBaHHBIC
ycrpoiictBa. OOHapykeHue, JIOKaIM3alusl W [OAABICHUE 3aKIaJHBIX [MOJCITYIIHUBAIOIINX
ycrpoiictB. [IpenoTBpameHue yreukd HHPOpMAIMK Yepe3 MOOOYHbBIE 3JIEKTPOMArHUTHBIC
U3ITy4YeHUs] 1 HABOAKH.

Tema 11. PykoBoasimime noxkymeHThbl Poccum. IIpaBoBoe oOecneyenne HMH(OPMANUOHHOM
0e30IaCHOCTH M NIPOTHBO/AEHCTBHIO TEPPOPHU3MY.

[Tokazarenu 3amuiieHHOCTH cpeAcTB BbruuciautelbHOM TexHuku oT HC. Cratesa 272 YK P®.
Craresa 273 YK P®. Cratbs 274 YK PO. Craresa 146. HapyiieHne aBTOPCKUX U CMEKHBIX IPAB.
Cratest 147. Hapymenue wu300peTaTenbCKUX M HATEHTHBIX MpaB.  3aKOHOAATENbHOE
MIPOTUBOJICHCTBUE PACIPOCTPAHEHUIO TEPPOPUCTUUECKHX MarepuanoB B HMureprer. [IpoGnembl
AKCHEPTU3bI HH(OPMAIIMOHHBIX MaTEPUAIOB, COACPIKALIUX MPU3HAKU UJCOTIOTHH TePPOpU3Ma.

4.3. TEMATHUKA JJABOPATOPHBIX 3AHATHI

JIaGopatopHnas pabota Ne 1 bazoBble MexaHU3Mbl 0€30MTACHOCTH KOMMYTAaTOPOB
JIaGopatopHnas pabota Ne 2 be3omacHOCTh HA OCHOBE CerMEHTAIMU Tpaduka

JIaboparopHas padota Ne 3 besonacHocts Ha ocHoBe mpoTokoia IEEE 802.1x

JIaGopatopHnas pabota Ne 4 Criucku koHTposist focryna ACL

JIaGopatopHas padota Ne 5 Ytunura iptables

JIabopatopHnas pabora Ne 6 TyHHenMpoBaHHE COEANHEHHH € HCIIOJIb30BaHHEM IIpoToKoyia SSL
JIaGopatopHas pabota Ne 7 Y nanieHHOe ynpaBjeHHe M0 3allUIeHHOMY npoTokosry SSH
JIa6opatopnas padota Ne 8 ITporokon PPPoE



5. IIEPEYEHb YYEBHO-METOANYECKOI'O OBECIIEYEHUA J1JIsA
CAMOCTOSTEJABHON PABOTHI OBYYAIOIIINXCA

*B JIAHHBIM ITYHKT BHECEHBI U3MEHEHU S OFHOBJIEHHOM JINTEPATYPhI

5.1 OcHoBHas JuTeEparypa

Llecnos, A. FO. 3amura uHOGOpPMAIMK: OCHOBBI TEOPUM : y4eOHHMK Uit BY30B /
A. 1O. Illernos, K. A. Ilerno. — Mocksa : M3garensctBo HOpaiit, 2022. — 309 ¢. — (Beicmiee
oOpazoBanme). — ISBN 978-5-534-04732-5. — Tekcr : onexrponnsid // OOpa3zoBarenbHas
wiarpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/490019

3enkos, A. B. ndopmanmonHas 6e30MacHOCTh U 3aliuTa HHopMauy : yaueOHoe nmocodue
wis By3oB/ A. B.3eHkoB. — Mocksa : M3zmarensctBo [Opaiit, 2022. — 104 ¢. — (Boicmiee
obpazoBanme). — ISBN 978-5-534-14590-8. — Tekct : onexrponHsii // OOpa3zoBarenbHas
wiardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/497002

5.2 JlonmoJHUTEIbHAS JIUTEPATYPA

Buyros, A. A. 3amura uadopmamnmu : ydeOHOe mocodue st By30oB / A. A. BaykoB. — 3-¢
u3n., mepepad. u gom. — MockBa : M3marensctBo IOpaiit, 2022. — 161 c.— (Bsiciiee
obpazoBanme). — ISBN 978-5-534-07248-8. — Tekct : onexrponHbid // OOpa3zoBarenbHas
mwiatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/490277

Jlocv, A. b. Kpunrtorpadpuueckue MeTOABl 3alUThl HWHPOPMAIUKA IS HU3YYArOIIUX
KOMIIBIOTEPHYIO ~ Oe30macHOCTh : yueOHuk s By3oB/ A. b.Jlocs, A. lO. Hecrepenko,
M. U. PoxkoB. — 2-e mu31., ucnp. — Mocksa : M3narenscTBo Opaiit, 2022. — 473 c. — (Bricmiee
obpazoBanme). — ISBN 978-5-534-12474-3. — Texkcr : osnekrpoHHbli // OOpa3oBarenbHas
miardopma FOpaii [caiit]. — URL: https://urait.ru/bcode/489242

5.3. Pecypchbl uHGOPMANIMOHHO-KOMMYHUKAIIMOHHOM ceTH «AHTEepHET»

Anpec HaTepHeT pecypca Hazpanue NHTepHeT pecypca Pexxum ngocrymna

WuTepHeT-yHUBEpCUTET HH(OOPMAITMOHHBIX

http://intuit.ru/ o CBOOOIHBIN
TEXHOJIOTUH
. Caiit )xypHaita «BecTHUK KOMIBIOTEPHBIX .
http://vkit.ru/ M vp CBOOOIHEBIN
1 MH(OPMAIIHOHHBIX TEXHOIOTHI»
CBoOopanas obmenoctymmHas
http://ru.wikipedia.org/. MYJIBTHSI3bIUHAS] YHUBEPCAIbHASI HHTCPHET- CBOOOIHBIN

SHIIAKIIONIEIUS

6. METOOAUYECKUE YKA3AHUS JJIS1 OBYUAIOLUXCS

JucuummHa «3amura MHpopManum» H3ydaeTcss B TedeHUE OogHOro cemecrpa. I[lpm
IUIAHUPOBAaHMM U  OpPraHM3alMM BPEMEHH, HEOOXOIMMOI0 Ha M3ydeHHe OOydaromuMmcs
JTMCLUIUIMHBL, HEOOXO0IUMO MPUAEPIKUBATHCS CIEIYIOLUINX PEKOMEH AN,

B nepuox Mexay ceccusMU CTYAEHTHl JOJDKHBI BECTHM KOHCHEKT JIEKLIUH, H3ydaTh
TEOPETUYECKUI MaTepual B COOTBETCTBUU C MNPOrpaMMOM Kypca, BBINOJHSITH IPEIOKEHHBIE
MIPEero1aBaTesieM 3a/laHusl Il CaMOCTOSTEIbHOM padoThl, TOTOBUTHCS K Cllaue 3adyeTa M HK3aMeHa,
npopabaTbiBasi HEOOXOIUMBIN MaTepHall COTJIACHO MEPEYHI0 BOIPOCOB ISl MOJITOTOBKH K 3a4eTy U
9K3aMEHY M CIIUCKY PEKOMEHJ0OBAaHHOM JIUTEPATypHI.

BrinosnHenue 1abopaTtopHbIX pabOT OTHOCUTCS K YMCTy 00s3aTenbHbIX BUIOB padoT. Ilepen
BBITMIOJTHEHHEM PAa0OThl HEOOXOJAMMO BHUMATEIBHO O3HAKOMHUTBCSA C TEOPETHUECKHUM MaTepHajioM,



https://urait.ru/bcode/490019
https://urait.ru/bcode/497002
https://urait.ru/bcode/490277
https://urait.ru/bcode/489242
http://intuit.ru/
http://vkit.ru/
http://ru.wikipedia.org/

MPEJCTaBICHHBIM B METOJMYECKUX yKa3aHMAX K COOTBETCTBYMOLIeH jabopatopHoil padote. [lpu
HEOOXOIMMOCTH MOXKHO BOCIOJIB30BAaThCS PEKOMEHIYeMOW JuTeparypoid. B Xone BBIOTHEHHUS
paboThl HEOOXOJMMO PYKOBOJCTBOBATHCS IOPSAIKOM BBITIOJHEHUS JIaOOpaTOpHOH pabOTHI U
yKa3aHUAMHU TPENoJaBaTessi, MPU 3TOM JOJDKHBI COONIONATHCS MpaBHUa TEXHUKH OE30MacHOCTH.
PesynbTaToM BBIIOSTHEHUST pabOTHI SIBISETCS OTYET, KOTOPBINA JOJKEH OBITh aKKypaTHO O(QOpMIICH
U BBITNIOJIHEH B COOTBETCTBUU C TPEOOBAHUSAMHU, IPUBEJCHHBIMU B METOIUUYECKUX YKa3aHUSX.

B yka3anHoe mpenogaBareineM Bpems OOydaromMecs 3allMINAOT OTYeThl. 3alluTa
IIPOBOJUTCS B BUJE COOECEI0OBAaHUS MO0 KOHTPOJBHBIM BOIIPOCaM, IPUBEIECHHBIM B METOAMUYECKUX
ykazaHusax. Kpome Toro, npenojaBaTeiib MOXKET 33JaBaTh JONOJHUTEIbHBIE BOIIPOCHI, KaCAIOUINECs
pe3yJbTaTOB AKCIEPUMEHTAa, BBIBOJOB IO pe3ysibTaTaM omnblToB M T.I1. K mpomexyTouHoi
aTTeCTallud JOMYyCKAlOTCs OOydJaroliuecsi, BBINOJHUBIINE BCE J1abOpaTopHble paboTBl U
3alUTUBIIME OTYETHl MO HUM. lIpyM HamM4MKM 3aJ0JKEHHOCTH MO JIabOpaTOpHBIM paboTaM, MO
COIJIACOBAHUIO € MIPENOIaBaTeNeM, BO3MOKHA 3aMEHa paOOThI IO BBIIIOJHEHUIO OTUETA Ha pedepar
10 TEME COOTBETCTBYIOLIETO JIAOOPATOPHOTO 3aHATHS € TOCIEAYIOIIEH €ro 3alUTOM.

B TeueHne cemectpa W BO BpEMS CECCUUM OCHOBHBIM BHUJOM TIOJTOTOBKH SIBJISIFOTCS
camocTosiTeNIbHbIe 3aHATUS. OHM BKJIIOYAIOT B ce0sl M3ydyeHHE BOIPOCOB, BBIHECEHHBIX Ha
CaMOCTOSITENIbHOE H3ydeHHe, O(QOpMIICHHE OTYETOB IO JIabopaTOpHBIM paboTaM, KypcoBOe
MIPOEKTUPOBAHUE, a TaK K€ MOJATOTOBKY K MPOMEXKYTOUYHOM aTTeCTalluu

Cucrematnueckas paboTa B COOTBETCTBUM C MPOrpaMMOMl JUCHMILIMHBI — YCJIOBHE
YCIIEIIHOTO OCBOEHUS MaTepHaa.

MeTonnuyeckne peKOMEHAAUH 10 00YYEeHH IO JIUI[ ¢ OTPAHNYEHHBIMHU

BO3MOKHOCTHMM 3/10POBbSI U HHBAJIUIA0B

OcBoeHME AMCIUIUTMHBI OOYYaIONIMMHCS C OTPAaHHMYCHHBIMH BO3MOXKHOCTSIMH 3/I0POBBS
MOXXET OBITb OPraHM30BAaHO KaK COBMECTHO C JAPYrUMHU OOY4YalOUIUMUCS, TaK U B OTAEIbHBIX
rpynmnax. [IpeanonaratoTcs cienuanbHble YCI0BUS IS MOJIydeHUs: 00pa3oBaHus 00y4aronIMMUCs ¢
OTpaHUYEHHBIMU BO3MOYKHOCTSIMH 3710POBBSI.

[Ipodeccopcko-neqarorndeckiii  coOCTaB 3HAKOMUTCS C  ICHXOJIOTO-(U3HOIOTHYECKUMU
0COOCHHOCTSIMU 00YYaIOIIMXCSI MHBAJIUAOB U JIMIl C OTPAaHMYEHHBIMU BO3MOKHOCTSIMH 3JI0POBbS,
WHIUBUAYAJIbHBIMU  MpOrpaMMaMy  peaOuiauTauud  HMHBaIMAOB  (mpu  Hanuuuu). [lpu
HEOOXOJIMMOCTH OCYIIECTBIIIETCS JOTMOJIHUTENbHAS TMOJJIep)KKa TMPErnoJaBaHus ThIOTOPaMH,
MICUXO0JIOTaMH, COIMAIbHBIMU PAOOTHUKAMU, MPOILIEAIINMHU MOATOTOBKY aCCUCTEHTAMHU.

B cooTBercTBHM ¢ METOIWYECKUMH peKOMeHanusMu MuHoOpHayku PO (ytB. 8 ampens
2014 r. N AK-44/05BH) B Kypce mpeamnosiaraercs HCIOIb30BaTh COIMAIbHO-aKTUBHBIC U
pedieKCUBHBIE METOJbl OOYYEHHs, TEXHOJOTHUH COIMOKYIbTYPHON peadmiIuTalud ¢ LeJbio
OKa3aHHs MOMOUIM B YCTAHOBJICHUU IOJHOLIEHHBIX MEXKJIUYHOCTHBIX OTHOILIEHUN C JIPYyrUMHU
CTYICHTaMH, CO3JaHUHM KOM(MOPTHOTO TIICHUXOJOTHUYECKOro KJiMMara B CTYACHYECKOW Tpymie.
[Toxbop u pa3zpaboTka yueOHBIX MaTEPHATIOB MPOU3BOAATCSA C YUYETOM IPEIOCTABICHUS MaTepHalia
B pa3NUYHbIX (opMax: ayAuaabHOU, BU3yalbHOW, C UCIIOJIb30BAHUEM CIICIUAIBHBIX TEXHHUUECKUX
CPeICTB U HH(POPMAIIHOHHBIX CUCTEM.

Menuamarepuanbl  TakKe CleyeT HCIONb30BaTh W aJalTUPOBaTh C  Y4ETOM
WHIUBUAYAIBHBIX 0cOOeHHOCTEeH 00yueHus i ¢ OB3.

OcBoenne aucuuiuHbel guuamMu ¢ OB3 ocyiecTBiseTcs € HCIOIb30BAHUEM CPEICTB
oOyueHuss 0O0mIEr0o ¥ CHEIMAaTbHOTO Ha3HAUYeHHUA (TMEPCOHATBHOTO M KOJUIEKTHBHOTO
WCIOJIb30BaHMUs). MarepuanbHO-TEXHHUECKOe OOecleyeHre MpeaycMaTpuBaeT MPHUCIIOCOOIeHNe
aynuTopuil K HyxaaMm i ¢ OB3.

dopma MpoBeAEHUST aTTECTAlMU I CTYACHTOB-MHBAJIUIOB YCTaHABIMBAETCS C Y4YETOM
WHIUBUAYAIbHBIX TIcUXo(u3nueckux ocobeHHoctet. [[ns crymentoB ¢ OB3 mpemycmarpuBaercs
noctynHas Gpopma mpeaocTaBIeHHs 3aIaHUi OILIEHOYHBIX CPEICTB, & IMEHHO:

® B [EYATHOW WJIM DIIEKTPOHHOU (Gopme (Ui JHIl ¢ HAPYIIEHUSMU OMOPHO-IABUTATEIHHOTO
anmnapara);
e B IeYaTHOW GopmMe WK AIEKTPOHHON opMe C YBETUUCHHBIM MIPUPTOM U KOHTPACTHOCTHIO

(m7ms UL ¢ HAPYIISHUSIMU CITyXa, PeUH, 3pEHUs);



® METOJOM YTEHHUS ACCUCTEHTOM 3a/1aHus BCIYyX ([UIsl JIUIL C HAPYLUEHUSMU 3pEHUS).
CryneHTaM ¢ MHBQJIWJHOCTBIO YBEIMYMBAETCS BpEMs Ha IOATOTOBKY OTBETOB Ha
KOHTpOJIbHBIE BOMPOCHL. JIg TakuxX CTYOEHTOB IMpeaycMaTpuBaeTcs JocTymHas ¢opma
IIPEIOCTABJIEHNS OTBETOB HA 331aHUs, & UMEHHO:
® [HUCHMEHHO Ha Oymare WM HaOOpPOM OTBETOB Ha KOMIBIOTEPE (VIS JIMIl C HApYLIEHUSMU
cilyxa, peum);
e BEIOOPOM OTBETA U3 BO3MOXKHBIX BAPUAHTOB C UCIIOJIB30BAHUEM YCIYT aCCUCTEHTA (ISl JINIL
C HapyILLIEHUSIMU ONIOPHO-ABUIaTEIbHOTO allapara);
e yCTHO (AJ1s ML C HAPYLIEHUSIMU 3PEHUS], OLIOPHO-JBUTaTEILHOTO aIlapara).
[Ipn HeoOXxomuMoOCTH njisi OOYYAOMIMXCA C HMHBAJIMAHOCTBIO TMPOIEAypa OICHUBAHUS
pe3yabTaTOB 00YYEHHSI MOXKET MPOBOUTHCS B HECKOJIBKO 3TAIOB.

7. IEPEYEHb HHO®OPMAIIUOHHBIX TEXHOJIOI' A1,
INPOI'PAMMHOI'O OBECIIEYEHUSA U THO®OPMALIMOHHBIX
CITPABOYHBIX CUCTEM

[Ipu mpoBefeHHEe 3aHATHH MO AMCIUIUIMHE HCIOJIB3YIOTCS CJIEIYIONIHE MPOrpaMMHbBIE
PO AYKTHI:

1. Linux (cBoboanoe I1O)

2. Windows (Jutst akageMu4ecKux opranusanusx, durensus Microsoft Imagine (panee
MSDN AA, Dream Spark);

3. Filezilla FTP Client (cBo6oaroe MHOTOM3bIUHBINH FTP — KIMEHT ¢ OTKPBITHIM HCXOIHBIM
KOJIOM);

4. Google Chrome (cBo6oanoe I10);

5. Ilporpamma NetCracker Professional npennasHaueHHass It TNPOSKTUPOBAHUA U
MOJICTUPOBAHHSI KOMITBIOTEPHBIX CETCIH;

6. Cisco Packet Tracer 5.1 - mocmemHsiss BepcHsi MPOTPaMMbI KOMILICKCHON CETEBOM
TEXHOJIOTUH npenoaaBanus u ooyuenus Cisco Networking Academy.

8. HEOBXOAUMAS MATEPUAJIBHO-TEXHUYECKAS BA3A

O6opynosanue Jekuuonnbix aymuropuii 5-604: oducHas mebens Ha 20 MeCT, JEMOHCTPAIIMOHHOE
obopynoBanue: skpaH — 1 mT.; npoekrop — 1 mr.; 9 IIK ¢ mocrymom B UnTepner m DUOC.
O6opynoBanue aymuTopuil 1js 1aboparopHbix 3aHsaTuil: aya. b-604: oducnas mebens Ha 20 MecT,
JEMOHCTpAIOHHOE Oo0opyrnoBaHue: 3kpaH — | mT.; mpoektop — 1 mr; 9 IIK ¢ gocrymom B
Nurepuer u OUOC;

YueOHo-nmaboparopHsblii komiieke «KopnoparuBueie kommbioTepHbie cetu» (FOYpl'Y-HITU
«YuebHas TEXHHKA U TeXHOJIOTUNY, Yenssounck, 2011, No5)

Kommuiektr koMmmyTarioHHoro obopynosanus D-Link.

O6opynoBaHue ayIUTOPHI sl caMOCTOATEIbHON paboTel: untanbHblil 3a1 HTh: 5 TIK ¢
nocrynoM B UntepHer; ayn. b-609: opucnas mebens Ha 20 mect, 9 I1K ¢ noctynom B MHTepHeT 1
OUNOC, nemMoOHCTpalMOHHOE 00OpYyIOBaHME: MPOEKTOp — 1 INT.; 9KpaH, JOCKa ydeHHUYecKas,
pabodee MecTo MpernoaaBaTesl.

Pa3paborumk:
Kagenpa UuCyY K.T.H., JOLEHT H.O.KypaJuecoBa

(mecmo pabomul) (3aHumMaemas OONHCHOCHIb) (unuyuansl, amunus)
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1 IlepeyeHb KOMIETEHIMI ¢ YKa3aHHEM 3TANOB X ()OPMHPOBAHMSA B Ipolecce 0CBOCHUS
o0pa3oBaTe/IbHOM MPOrPaMMbl

OneHounble cpeacTBa pa3paboTaHbl AJis OLICHKH MpodeccrnoHanbHbIX KoMreTenmuid: [TK-2.
1. INJIAHUPYEMBIE PE3YJIbTATbI OBYUEHUSA IO JUCIHUIIJIMHE

[Imanupyembie pe3yabTaThl OCBOCHHS OCHOBHOM mpodeccHoHanbHON 00pa3oBaTenbHOM
nporpammsl (OITOIT) — koMneTeHIuN 00yJarONUXCsl ONMPEACTSIOTCS TPEOOBAHUSAMH CTaHAAPTA TI0
HalpaBJICHUIO TIOATOTOBKM (CHEIHUAIBHOCTH) U (OPMHPYIOTCS B COOTBETCTBHM C MarpHICH
xomneteHiui OITOII (Tabnuma 2)

[Inanupyemblie pe3ynaprarbl 0Oy4eHUs MO AUCUMIUIMHE — 3HAHUS, YMEHUS, HAaBBIKK U (WJIH)
OTIBIT JIEATENIBHOCTH, XapaKTepHU3YIOLIUe 3Tanbl (GOpMUPOBAHUS KOMIIETEHIIMN U 00ecreunBaroe
JOCTH)KEHHUE TNIAHUPYEMBIX Pe3YJIbTaTOB OCBOCHUS 00pa30BaTeIbHOM MporpaMmbl, GOPMUPYIOTCS B
COOTBETCTBUM ¢ kKapTamu komnereHuuid OITOIT.

Tabnuua 1
Ili1anupyembie pe3yabTaThbl 00y4eHUS 10 JUCHHUILINHE

Kon n HanmenoBaHue Kon 1 HanMeHOBaHME WHIMKATOPA JOCTHKEHHS KOMITETEHITHH
KOMTIIETeHIINH
[IK-2. AqMuHHECTpHpOBaHKE MK-2.1. AHanu3upyer NpUHIMITE! QYHKIIMOHUPOBAHUS allapaTHbIX,
CEeTeBOH MOACHCTEMBI MIPOrPaMMHBIX H ITPOrPaMMHO-aNIapaTHBIX CPEJICTB CETEBOM MOICHCTEMBI
HH(pOKOMMYHHKALIMOHHON NH(}OKOMMYHHMKALIMOHHON CUCTEMBI OpraHU3aluu
CHCTEMbI OpraHHU3aLUH [1K-2.2. IIpoexkTupyeTr apXUTEKTypy alllapaTHbIX, IPOrPAMMHBIX U

MIPOrpaMMHO-AINIapaTHBIX CPEJICTB CETEBOM IMOACHCTEMBI
MH()OKOMMYHHUKAITIOHHON CUCTEMBI OpTaHHU3AIIH

ITIK-2.3. Tlpumensier cerepsiec Moaenu OSI u IEEE, cTpykKTypy ¥ OCHOBHBIE
MIPUHIHITEI paboTh! cetn MHTEpHET

IIK-2.6. Vicrionp3yer COBpEeMEHHBIEC CTAaHIAPTHI, HOPMATHBHO-TEXHIIECKYIO
JMOKYMEHTAIHIO B 001acTH WH(OKOMMYHHUKAIIMOHHBIX TEXHOIOTHH TpH
aJIMIAHACTPUPOBAHUH YCTPOMCTB U IPOrPAMMHOI0 00ECTIEIeHUS

[IK-2.7. YyactByer B MpOEeKTHPOBAHNH, KOH(OUTYPUPOBAHUU 1
IJITAHUPOBAHUH C TPEOyEeMOU MPON3BOAUTEIHHOCTHIO M HEOOX OIITM O
0€30I1aCHOCTBIO CETEBBIX MOJICUCTEM HH()OKOMMYHHUKAIIIOHHONW CHCTEMBI
OpTaHM3aIHN

IIK-2.8. YuacTByeT B HacTpolKe, aIMUHUCTPUPOBAHUH, BOCCTAHOBJICHUU
IpH cOOSX arMapaTHbIX, MPOTPAMMHBIX M MPOTPaMMHO-AIAPATHRIX CPENICTB
CEeTeBOM MOJCHCTEMBI HH()OKOMMYHHUKAITMOHHOW CUCTEMbI OPTaHU3aIlu|

2 OnucaHue nMoKa3aresjieil 1 KpUTepHeB OLCHMBAHUA KOMIIETEHIMI HA PAa3JIHYHBIX 3TANAX UX
(¢opmupoBanus, onucaHue MK OLleHUBAHUS

Pesynbrarel 00yueHHsI MO JAUCHMIUIMHE «3aluTa UHGOpMAMKU» HalpaBleHUs] TOATOTOBKU
09.03.01 «HMudopmatika W BBIYUCIUTENbHAs TEXHUKa» ONPEAENAIOTCA TOKazaTelsiMU U
KPUTEPUSIMH OLIEHUBAHUA COOPMUPOBAHHOCTH KOMIIETEHIIMH Ha »3Tanax HX (OPMHPOBAHUSL
MIpEeACTaBJICHbI B Ta0M. 2.

Tabnuma 2
Marpuua cooTBeTCTBHS OLIeHOYHBIX CPeICTB 3aIJIAHUPOBAHHBIM pPe3yJIbTaTaM 00y4eHusl
OneHouHble cpeacTBa

Komnerenuuu

Texymui KOHTPOJIb IIpoMeKyTOUHBIN KOHTPOIIb

Onenounoe \ OK3ameH




cpenctso 1
(;1aboparopHoe

3a/1aHMSN)

IK-2.1. IK-2.1.

IK -2.2. 1K -2.2.

IK -2.3. 1K -2.3.
lK-=2 TK -2.6. I1K -2.6.

IIK -2.7. IK -2.7.

I1K -2.8. I1K -2.8.

Iloxa3aresin U KpUTEepHHU OLleHUBAHNS cC()OPMHUPOBAHHOCTH KOMIIETeHIUH (MPOMEKYTOYHOT0
KOHTPOJIs1)

Ha orame mnpoMeXyTOYHOW AaTTeCTallMd WCIOJNB3YeTCs CHCTEMa OLEHKH YCIIeBaeMOCTH
oOydarommxcs, KOTOpas I03BOJISIET TMPETOIaBaTeIi0 OIEHUTh YPOBEHb OCBOCHHS MaTephalia
oOyJarommmucs. Kpurepun oreHuBaHHS CPOPMHPOBAHHOCTH TUIAHUPYEMBIX pPE3yIIbTaToOB
00yueHus (IECKpUNITOPOB) MpeAcTaBieHsl B kapTe komrnerenmuu OITOIT.

@dopMa OIIEHKH 3HAHUM: OLIEHKA - 5 «OTIMYHO»; 4 «XOpOomo»; 3 «ydOBIETBOPUTEIBHOY; 2
«HEYIOBIETBOPUTEIbHO».  JlabopatopHble  pabOThI, MpPAaKTUYECKHE  3aHATHS,  IPAaKTHKA
OIICHUBAIOTCS: «3a9€T», «He3a4eT». BO3MOXKHO HCIIONIb30BaHHEe OATUTEHO-PEHTHHTOBOM OIIEHKH.

IIkana oueHuBaHuA:
«3a4eT» — BBICTABIACTCS, €CIIM C(HOPMHUPOBAHHOCTH 3asSBJICHHBIX JICCKPUIITOPOB KOMIICTCHIIMA Ha
_51 % u Oonee olleHUBAETCSI HE HUKE «YIOBIETBOPUTENIHHOY» MPHU YCIIOBUU OTCYTCTBUS KpUTEPUS
«HEYIOBJIETBOPUTENIbHO». BpicTaBnsercsi, koraa oOydarolIuiics MOKa3bIBA€T XOPOIIWE 3HAHUS
M3Yy4YE€HHOTO y4eOHOTro MaTepuaia; CaMOCTOSITENIbHO, JIOTUYHO M IOCIEI0BaTeNIbHO H3Jaraer u
MHTEPIPETHUPYET MaTepuajbl yueOHOTo Kypca; MOJHOCTBIO PACKPBIBAET CMBICH MPEIIaraeMoro
BOIPOCA; BIaJ€ET OCHOBHBIMU TEPMHUHAMHU U TMOHSATUSMU U3YYEHHOTO Kypca; IMOKa3bIBaeT yMEHUE
MEPENIOKUTh TEOPETUUECKHE 3HAHUS Ha MPEATNoIaraeMblid MPaKTUUECKUIA OTIBIT.
«OTIMYHO» — BBICTABIIAETCS, €Clii C(OOPMUPOBAHHOCTH 3asIBICHHBIX JECKPUIITOPOB KOMIETCHLIUN
85 % O6onee (B coorBerctBuM ¢ Kapramu komnereHiuid OIIOII) omeHuBaeTcs KpUTEpUSIMU
«XOPOIIO» U «OTJIUYHO», MPH YCIOBUU OTCYTCTBHUSI OLICHKH «HEYIOBJIETBOPHUTEIHHO»: CTYACHT
MoKa3zaj TMpOYHbIE 3HAHUS OCHOBHBIX IOJOKEHUH (aKTHUECKOTO MaTepuaia, yMEHHUe
CaMOCTOSITEJIBHO PelllaTh KOHKPETHbIE MPAKTUYECKUE 3aJa4M TOBBIIIEHHOHN CIIOKHOCTH, CBOOOIHO
WCIIOJIb30BaTh CIIPABOYHYIO JIUTEpPaTypy, JejlaTh 000CHOBAaHHBIE BBIBOJBI U3 PE3YJIbTAaTOB aHAIN3a
KOHKPETHBIX CUTYAaIIHii;
«Xopo1o» — BBICTABISETCS, €Ci CHOPMUPOBAHHOCTH 3asBJICHHBIX JECKPUIITOPOB KOMIIETEHIIUI
Ha 61 % wu Gonee (B coorBeTcTBUM ¢ Kapramu komneteHuuid OITOIT) onenuBaeTcs KputepusaMu
«XOPOIIO» U «OTIUYHOY, MIPHU YCIOBUH OTCYTCTBUS OLIEHKH «HEYIOBIETBOPUTEIHHOY, JOMYCKAECTCS
OIICHKA «YIOBJIETBOPUTEIHLHO»: OOyJaroOMmIMiicsl MOKa3al MPOYHbIE 3HAHUS OCHOBHBIX IOJIOKEHUI
(haKTHYEeCKOrO MaTepuana, YMEHHE CAMOCTOSTEIbHO pellaTh KOHKPETHbIE MPAKTUYECKUE 3aJlaud,
MpeyCMOTPEHHbIE paboydell MporpaMMoil, OpPUEHTHUPOBATHCS B PEKOMEHIOBAHHOU CIPaBOYHON
TUTEpaType, yMeeT MPaBHILHO OLIEHUTH MOTY4YE€HHBIE PE3YIbTaThl aHATN3a KOHKPETHBIX CUTYaIUi;
«Y10BJIETBOPUTEIbHO» — BBICTABISETCS, €CTU CHOPMHPOBAHHOCTH 3asBJICHHBIX JECKPUIITOPOB
komrereHimii _ 51 % wu Gonee (B coorBercTBUU ¢ KapTamu komnetenuuid OIIOIT) onenuBaercs
KPUTEPUSIMH «YJIOBIETBOPUTEIBHO», «XOPOIIO» U «OTIMYHO»: OOYydYalOIIMKCsA TOKa3al 3HAHUE
OCHOBHBIX TOJOKEHUI (PaKTHUECKOTO Marepuasia, yMEHHUE IMOJYYUTh C TIOMOIIBIO MPENoaaBaTels
MPaBWJIbHOE PEllIeHHnEe KOHKPETHOW MpakTHYeCKOH 3agadu M3 YHclia MPeayCMOTPEHHBIX paboueit
MPOrpaMMO¥, 3HAKOMCTBO C PEKOMEHIOBAaHHON CIPAaBOYHOM TUTEPATYPOIt;
«HeynoBnerBopureabHo» «He3auer» — BBICTaBIsIETCs, e€Clil C(HOPMUPOBAHHOCTDH 3asBICHHBIX
JECKPUIITOPOB KoMIeTeHnnii meHee deM 51 % (B cOOTBeTCTBMM C KapTaMH KOMIETECHIIMN
OIIOII): mpu oTBeTe OOYUAIOMIErOCs BBISBIIIMCH CYIIECTBEHHBbIC MPOOEThl B 3HAHUSAX OCHOBHBIX
MOJIOKEHUH  (haKTUYECKOTO Marepuasia, HEyMEHHE C TIOMOIIbI0 TMPEMoAaBaTeNis MOIYyYUTh
MPaBWIbHOE pElIeHNe KOHKPETHOW MpaKTHUYeCKOH 3amadM U3 4uclia MpeIyCMOTPEHHBIX paboueit



pOrpamMMoil yueOHOM JUCIUITIIHHEI.
OTBeTbl M pemeHus: OOydyaloImIMXCsS OLEHHUBAIOTCS MO CIHEAYIOUIMM OOIIUM KPUTEPHUSM:

pacro3HaBaHMe  INpOOJEM; OINpeAeNeHHEe 3HAaYMMOM  uHpOpMalLuU; aHAIU3  MpooieM;
apryMEHTUPOBAHHOCTh; HCIIOJb30BAaHUE CTpAaTEruii; TBOPYECKHM IOJIXOJ; BBIBOABI; 0OIIas
IPaMOTHOCTb.

CooTBeTcTBHE KpPUTEPUEB OLICHUBAHUSA CHOPMUPOBAHHOCTH TUIAHHUPYEMBIX PpE3YIBTAaTOB
00ydeHwHsI (IECKPUIITOPOB) CUCTEMAM OIIEHOK MPEICTABICHO B TA0I.

Tabnuua 4
HNHTerpajbHasi OlleHKA
Kpurepun TpanguuuoHHas OLEHKa bannpHO-peUTHHIOBas OLIEHKA
5 5 86 - 100
4 4 61-85
3 3 51-60
2ul 2, Heszauer 0-50
54,3 3ayer 51-100

OOyyaromuecs: 00sI3aHBI CIaBaTh BCE 33/aHUSI B CPOKH, YCTaHOBIIEHHBIE mpernoaaBareieM. OneHka
((y)IOBJ'IeTBOpI/ITeJ'II)HO» 110 JUCHHUITIINHEC, MOXKET BBICTABIIATHCS )51 npu HETOJIHOM
c(hOpMUPOBAHHOCTH KOMIIETCHITUI B XOJ€ OCBOCHMS OTACIHHON Y4EOHOW MUCIUTIIIMHBI, €CIU MX
dbopMHUpOBaHHE TIpENIoNaraeTcsi MPOJOKUThL Ha Oojiee TO3AHUX dTamax oOydeHUs, B XOJe

W3yYEHUs APYruX Y4eOHBIX AUCHUTUIMH.

Iloxka3aTesin U KPUTEPHHU OLEHKHU IOCTHKEHUI CTYIeHTOM 3alJIAHUPOBAHHBIX Pe3yJbTATOB

OCBOCHUHA

AUCHUIIJIMHBI B X0A€ TEKYIIECIro KOHTPOJIA U leOME)KyTO‘lHOﬁ arrecranmmu

Ouenxa, Kpurepun
YPOBEHb
COTIIMYHO, CTymeHT II0Ka3al MPOYHbIE 3HAHUS OCHOBHBIX IOJOXKEHHH (PaKTHUIECKOTO
MOBBIIIEHHBI | Marepuaja, yMEHHE CaMOCTOATECIILHO PEIIaTh KOHKPETHBIC MPAKTHUYCCKUE 3191
YPOBCHB MOBBIIIEHHONW CJI0KHOCTH, CBOOOIHO HCIIOJIL30BAaTh CIPABOYHYIO JIUTEPATYPY,
Jenarh 000CHOBAHHbIE BHIBOJIBI M3 PE3YILTATOB aHAIN3a KOHKPETHBIX CUTYaIlHii
«XOPOIIIO, CTyaeHT TMOKa3ajl NpPOYHbIC 3HAHUS OCHOBHBIX MOJOKEHHH (DaKTHUECKOTO
[IOPOTOBBIA Marepuaiia, yMEHHE CaMOCTOSTEIbHO pellaTh KOHKPETHBIC MPAKTHYCCKHE
YPOBEHb 3aja4d, TMPEIYCMOTPEHHbIE pabodeil MmporpaMMol, OPHUEHTUPOBATHCS B
PEKOMEH/IOBAHHOM CIPABOYHOW JIUTEpaType, YyMEeT MPaBHIbHO OIICHUTH
MOJIYYCHHBIC PE3YJIbTAThl aHAIHM3a KOHKPETHBIX CUTYalui
«ynoBnetBopuT | CTYIeHT TMOKa3aJl 3HAHHE OCHOBHBIX IOJOXKEHHUH (PaKTHUECKOTO Marepuaa,
€ILHOY, YMEHHE TOJYYHTh C TIOMOIIBIO TIPENojaBareis MPaBHIBLHOE peEIICHUE
MOPOTOBBII KOHKPETHON TPaKTHYECKOM 3alauyd M3 4YKcia MPEAYyCMOTPEHHBIX paboueit
YPOBEHB MIPOrpaMMO¥, 3HAKOMCTBO C PEKOMEHIOBAHHOW CIIPABOYHOM JIUTEpaTypon
«HeynoBneTBop | [Ipu oTBeTe CTYyIEHTA BBISBUINCH CYIIECTBEHHBIE MPOOEIBI B 3HAHUSAX OCHOBHBIX
HTEIIBHOY, MOJIOXKECHUH (DaKTHUECKOTO Marepuana, HEYMEHHE C MOMOIIBIO MPEToIaBaTes
YPOBEHb HE MOJIYYHUTh TMPABUILHOE PEIICHHE KOHKPETHOW MPAaKTUYECKOW 3a/Jaud W3 YHuCclia
chOpMHUPOBAaH | MPEAYCMOTPEHHBIX paboyeii MporpaMmMoil yueOHOM TUCIIUITIIHHEI

3 TunoBbie KOHTPOJIbHBIC 32JaHUA WJIH MHbIC MaTepHaJbl, HCOOXOANMBIE JIs1 OLECHKHU
3HAHUH, yYMeHMi, HABBIKOB M (WJIM) ONbBITAa [JeATeJbHOCTH, XaPAKTEPU3YIOIIMX 3TaNbl
(opMupoBanus KOMIeTeHIMI B IpoLecce 0CBOCHUsI 00pa30BaTe/IbHOI NMPOrpaMMbl




[TepeueHb KOMOETEHINI U UHAUKATOPOB JIOCTUKEHUS KOMIIETCHUMMI, JUISl OLIEHKH
c(hOpMHUPOBAHHOCTH KOTOPBIX UCIIONIb3yeTcs qaHHbI DOC

Koa nu HauMeHOBaHHE
KOMIIETCHIIUH

Kon n HaumeHOBaHMe HHIAUKATOPAa DOCTUIKCHUSA
KOMIIETCHIMH, PC€ATU3YEMBIC JUCIUTLITHHOM

[IK-2. AqMuHHMCTpHpOBaHUE
CETEeBOH IOACUCTEMBI
WH(POKOMMYHHKAIIMOHHON
CHCTEMBI OpraHHU3aliH

[IK-2.1. Ananu3upyer npuHIMIB YHKIHOHUPOBAHUS
anmnapaTHbIX, IPOTPaAaMMHBIX U IPOrPaMMHO-aNNapaTHbIX
CPEZICTB CETEBOM MOACUCTEMBI HH(POKOMMYHHUKALIMOHHOM
CUCTEMBI OpraHU3a1UH

[IK-2.2. [IpoekTupyeT apXUTEKTypy annapaTHbIX,
IPOrPaMMHBIX ¥ IIPOTrpaMMHO-aIapaTHBIX CPEJCTB
CETEeBOM MoAcucTEMBI HH(POKOMMYHUKALIMOHHOM CUCTEMBI
OpraHu3aluu

[TK-2.3. TTIpumensier cereBsie moaenu OSI u IEEE,
CTPYKTYpPY U OCHOBHbIE IPUHIUIIBI paOOTHI CETH
HNutepuer

[IK-2.6. Ucnonb3yeT COBpEMEHHBIE CTaHIAPTHI,
HOPMAaTUBHO-TEXHUYECKYIO JOKYMEHTAIMIO B 001acTu
MH()OKOMMYHUKALIMOHHBIX TEXHOJOTUI TIpU
aJIMMHHCTPUPOBAHUU YCTPONCTB U MPOrPaMMHOIO
obecrnieueHus

[IK-2.7. Y4acTByeT B IPOEKTUPOBAHUH,
KOH(UTYpHpPOBaHUH U INIAHUPOBAHUU C TpeOyeMoin
MIPOU3BOIUTEIHHOCTHIO M HEOOXO0IUMOM O€30TIaCHOCTHIO
CETEBbIX MOJICCTEM HH()POKOMMYHUKAITMOHHOM CUCTEMBI
OpraHu3aluu

[1K-2.8. YuacTByeT B HaCTpoMKe, aIMUHUCTPUPOBAHUH,
BOCCTAQHOBJICHUH IIpU cOOSIX alnapaTHbIX, IPOrpaMMHBIX
Y IIPOTPaMMHO-aNMapaTHBIX CPEJICTB CETEBOM
HOJICUCTEMBl HHPOKOMMYHHUKAIIMOHHON CHCTEMBI
OpraHu3aluu

Howmep Conepxanue Bornpoca [IpaBuIbHBIN OTBET Ha 3a/1aHKE
3a/laHus
1. BriGepute nmpaBwIIbHBIA BapUaHT OTBETA D

OnHUM U3 OCHOBHBIX MPUHIUIIOB
obecrieueHnss HHPOPMAITMOHHOM
0e301acHOCTH B HH(OPMAITMOHHO-

KOMMYHHKAIIMOHHBIX CPelax sIBJISIOTCS
KOTOPBIN
mpenoiaraeT HeoOXOUMOCTh y4eTa BCexX
cnabbIx U ys3BuMbIX MecT ACOU,
BO3MOKHBIX OOBEKTOB U HAlpaBJICHUI aTak,
BBICOKYIO KBaJTM(DMKAIIMIO 3II0YMBIIIICHHHKA,
TEKYIIUX U BO3MOXKHBIX B OyIyIlleM KaHAllOB
peanu3anuu yrpos.

A) IPUHIUIT pa3yMHON JOCTaTOYHOCTH

B) npuHuMn HenpepbIBHOCTH 3aIUTHI

C) npuHUKUIT KOMILIEKCHOCTH

D) npuHIMI CHCTEMHOCTH

Bri0epuTe npaBuIIbHBINA BapuaHT OTBETA
OnHUM 13 OCHOBHBIX PUHIUIIOB
oOecnieyeHus: THPOPMALTUOHHOU




Howmep
3a/1aHUs

Coneprkanue Borpoca

IIpaBUIIBHBIN OTBET Ha 3a1aHue

0€3011acCHOCTH B HH(OPMALIMOHHO-
KOMMYHHMKAIIUOHHBIX Cpelax sSBISAIOTCS
KOTOPBIN
[IpeoJIaracT BO3MOKHOCTb BapbUPOBaTh
YPOBEHB €€ 3alUILEHHOCTU

A) IpUHIUII CUCTEMHOCTH

B) nmpuHIMI KOMITJIEKCHOCTH

C) npuHLKIT HENPEPBHIBHOCTH 3aILIUTHI

D) npuHuyn ru6KocTH ynpasJeHus U
NPUMEHEHHUS CHCTEMbI 3a1IIMThI

Br16epute npaBuibHBIN BapUaHT OTBETA.
Amnanus ceteBoro Tpaduka B
HMH(}OPMaIMOHHO-KOMMYHUKAIIMOHHBIX
cpefax OCYIIECTBIISETCS MTYTEM €ro
repexBara SBJSETCS BHYTPUCEIMEHTHOU
aTakoM M HaIlpaBJIEH Ha MepexBaT U aHaJu3
nH(popMaluu, NpeaHa3HaYeHHON sl JTH000T0
1K, pacronoXeHHOro B TOM K€ CETMEHTE
CEeTH, YTO U 3JI0yMBIIIJICHHUK 1 HAa3bIBAETCS
A) DoS arakamu (DoS — Denied of Service)
B) Mackapan (spoofing)

C) Cuuddunr (sniffing)

D) ®ummunr (fishing)

BriGepurte npaBmIIbHBIA BapUAHT OTBETA.
[Ipu opranuzamuum 6€30MaCHOCTH TOCTYIIA B
HH(POPMAITMOHHO-KOMMYHHKAITMOHHBIX
cpelax MEXCETEBbIC SKPaHbl OCYIIECTBIISIOT
(UITBTpALMIO BXOASIINX B CETh U UCXOSIIINX
W3 CETH MAKETOB Ha OCHOBE MH(OpMAITUH,
coaepxamuxcsi B ux TCP u [P 3aronoBkax,
Ha3bIBAIOTCSA

A) GniasTpyOIIMe MAPIIPYTH3ATOPbI

B) mumro3s1 ceTeBoro ypoBHS

C) 1u1r03B1 MPUKIATHOTO YPOBHS

D) mapuipyTu3atopbl 3alUThI

BriOepuTe npaBuiIbHBINA BapuaHT OTBETA.
[TocraBnennas 3agadya: Hactpouts QyHKIMIO
Port Security kommyraropa cepun DES-3810
Ha pexxuM 3annoMuHanus MAC-anpecos; 1o
YMOJIYAQHUIO BCE MOPTHI HAXOJATCS B PEIKUME
continuous. Beibepure napamerp HacTpoHKu
A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

BribepuTe npaBuIIbHBINA BapuaHT OTBETA.
[TocraBnennas 3aga4ya: Hactpouts QyHKIHIO
Port Security kommyraropa cepun DES-3810
Ha CTaTHYECKOe 3aJ[aHue pa3perIeHHbIX
MAC-anpecoB 11t peXXHMOB static U




Howmep
3a/1aHUs

Coneprkanue Borpoca

IIpaBUIIBHBIN OTBET Ha 3a1aHue

configured

A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

BribepuTe npaBMIIbHBINA BapUaHT OTBETA.
[locraBnennas 3anaua: Hactpouts QyHKIMIO
Port Security kommyrartopa cepun DES-3810
Ha MakcUMaJibHO€ KoinuyecTBo MAC-
a/IpecoB, KOTOpOe OyeT pa3pelIeHo Ha OPTY
A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

Bri6epute npaBuiibHBIN BapHaHT OTBETA.
IlocraBnennas 3amada: /lana cxema cetu
(pucyHok). OnumuTe 1eHCTBUS BHECEHHBIX
HAaCTpPOEK

YnpagnAemsIii KoMMyTaTop

= £ '=======f:== =

MlopT 1/0/18

MopT 1/072

Heynpas nsemblit
KOMMyTaTop

Switch# configure terminal

Switch(config)#interface range ethernet
1/0/1-24

Switch(config-if-range)#switchport port-
security

Switch(config-if-range)#switchport port-
security maximum 1

A) BriiovyeHa Ha noprax 1/0/1-24 dpyHkums

Port Security u ycTaHOBJIeHO
MAaKCHMAJbHOE KOJUY€eCTBO H3YUaeMbIX
KaxaabiM moprom MAC-aapecoB paBHoe 1
B) ycTanoBieH pexum paboTel GyHIIHH
Delete on Timeout

C) yka3zaHo JeiicTBUe MpH MPEBbINICHUN
MakcumanbHoro yucia MAC-aapecoB —
orpannueHue (Restrict)

D) HacTpoeHo BpeMs KU3HH IS
JUHAMUYeCKH u3yuyeHHbIXx MAC-anpecoB
paBHOE 3 MUHYTaM




Howmep
3a/1aHUs

Coneprkanue Borpoca

[IpaBUIIbHBIN OTBET Ha 3ajaHue

9.

BribepuTe npaBuIIbHBINA BapUaHT OTBETA.
ITocraBnennas 3aga4a: /[ana cxema cetu
(pucyHok). OnuiuTe 1eHCTBUS BHECEHHBIX
HaCTpOEK

Ynpasnsemblit KOMMyTaTop
[ Dk

Ji;',—',
v vesvee ¥ mm
Mopr 1/0/18

TlopT 1/072

Heynpasnsembii
KoMMyTaTop

g

K1 . A
NG v

nK2

Switch(config-if-range)# switchport port-
security aging time 3

A) BxitoueHa Ha noprtax 1/0/1-24 pynxuus
Port Security u ycTaHOBICHO MaKCHMAJIbHOE
KOJIMYECTBO M3YYaEMBIX KaXIbIM TIOPTOM
MAC-aapecoB paBHoe 1

B) ycranoBnen pexxum paboTsl GyHIUU
Delete on Timeout

C) yka3zaHO JIeHCTBHE MPHU MPEBBIIICHUN
MakcuMaiibHOro yncia MAC-aapecoB —
orpannuenue (Restrict)

D) HacTpoeHOo BpeMsl KM3HU JIJIsI_

auHaMuuecky udyuyeHHbix MAC-aapecos
paBHoe 3 MUHYTaM

D

10.

Bri0epuTe npaBUIIbHBINA BApUAHT OTBETA.
[MocraBnennas 3agava: Jlana cxema cetu
(pucyHok). OnuimmuTe 1eiCTBUS BHECCHHBIX
HACTPOEK

”f’f'ﬁ'

T — =
w i T

Mopt 1/0/18

Mopt 1/0/2

g g
nK1 nK2
MAC-aapec: 00-50-BA-00-00-01  MAC-aapec: 00-50-BA-00-00-02

Switch(config)#mac-address-table static
0050.BA00.0001 vlan 1 interface ethernet
1/0/2

Switch(config)#mac-address-table static
0050.BA00.0002 vlan 1 interface ethernet
1/0/18

A) Brutouena Ha noprax 1/0/1-24 gynkuuns
Port Security u yctaHOBIEHO MaKCUMaJIbHOE
KOJIMYECTBO U3YyYaeMBbIX KaXKJbIM IOPTOM
MAC-anpecos paBHoe 1




Howmep
3a/1aHUs

Coneprkanue Borpoca

[IpaBUIIbHBIN OTBET Ha 3ajaHue

B) co31aHbl cTaTHYECKHE 3AITHCH JLJIS
MAC-aapecoB padoumnx CTAHIMIA,
MOJIKJIIOYEHHBIX K mopTam 1/0/2 m 1/0/18
C) yka3zaHo JeiicTBUE NP NPEBbILIEHUN
MakcumaibHoro yucia MAC-aapecoB —
orpanmnueHue (Restrict)

D) HacTpoeHO BpeMs KU3HH TSI
TMHaMHYecKkn n3ydeHHbIx MAC-anpecos
paBHOE 3 MUHYTaM

11.

Br16epute npaBuibHBINA BapUaHT OTBETA.
Ha pucynke nokasana cxema

N
: N\ /
Xakep Lientp ynpasnenna / (epsep-xeprsa
Gornetom !

Komnuiorepbi-30mbu

A) DDoS arakamu (Distributed Denial of
Service

B) Mackapan (spoofing)

C) Cuuddunr (sniffing)

D) ®umunr (fishing)

12.

BriGepurte npaBmIIbHBINA BapUAHT OTBETA.
Bricnryto cTenens 3aluThl 00ecreqrBaeT
MeTtoa mudpoBaHus HHPpoOpMaIu

A) xemupoBaHUe

B) rammupoBanue

C) 3aKpBITHIX KITFOYEH

D) npodmueit monws3oBareneit

13.

BriGepuTte npaBwIIbHBIA BapUaHT OTBETA.
Active Directory ucmosb3yeT IpOTOKOJ

A) LDAP (Lightweight Directory Access
Protocol

B) ICMP (Internet Control Message Protocol)
C) SNMP (Simple Network Management
Protocol)

D) RAMUS

14.

BribepuTe npaBuiIbHBINA BapuaHT OTBETA.
[IpoTokoa Ui peanu3alyy ayTeHTHPHUKALNY,
aBTOPU3ALMHU U cOOpa cBeleHHH 00
HCIOJIb30BaHHBIX pecypcax, pa3paboTaHHbIN
U Iepegavin CBC,Z[CHI/II\/'I MCKAY HeHTpaHBHOﬁ
1aTopMoit 1 000pYTOBAHUEM.

A) UDP (User Datagram Protocol)

B) SNMP (Simple Network Management
Protocol)

C) RSVP (Resource ReSerVation Protocol)
D) RADIUS (Remote Authentication in



https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85

Howmep Copneprxanue Bomnpoca [IpaBUIIbHBIN OTBET Ha 3ajaHue

3aJaHHs
Dial-In User Service)

15. BribepuTe npaBMIIbHBINA BapUaHT OTBETA. A

Kpunrocucrema ¢ OTKPBITBIM KITFOUOM,
OCHOBaHHAs Ha TPYAHOCTH BBIYHCIICHUS
JMCKPETHBIX JIOTAPU(PMOB B KOHEUHOM TI0JIE.
Kpunrocucrema BKIIIO9aeT B ce0st arOpUT™
mUpOBaHUS U ATOPUTM LIU(POBOI
TIOJIITHCH.

A) Cxema duab-T'amans

B) IIporoxon MTI/A(

C) IIpotokon Audpdbun—Xenamana
D) IIpotokon Station-to-Station

16. Ha pucyHke npezncrasieHa cxema ceTu ¢ bezomacHocTh B HHPOPMAIIHIOHHO-
obecrnieueHneM 6e301acHO repenayu KOMMYHMKAIIMOHHOM cpesie JaHHOH
TaHHBIX. Ha 0CHOBE KaKo# TEXHOIOTHH OpraHu3allii OPraHW30BaHHA HA OCHOBE
OpraHu3oBaHHas 6€30MacHOCTh B BUPTYyaJIbHOM YACTHOM CETH.
MH(pOPMALMOHHO-KOMMYHUKAI[MOHHOHU cpezie
Opranu3amnuu? g

L&\\ 4
~ Internet

17. VYKa)kKUTe TEXHOJIOTUIO OpraHu3aluu ITpu oprannzanuu 6e30MacHOCTH
6e30I1aCHOro 0CTyna B MH(QOPMALlMOHHO-  (0CTyna B MH(OPMALMOHHO-
KOMMYHUKAIIMOHHBIX CUCTEMAX IIPU KOMMYHHUKaIlUOHHBIX CUCTEMaX
MH(GOPMALIMOHHOM CKPBITUH PEYEBOIA. UH(POPMALMOHHOE CKPBITHE PEYEeBOM

nHpopmaruu odecreunBacTCs
TEXHUUYECKHUM 3aKpPBITUEM aHAJIIOTOBBIM
CKpPeMOIMpPOBaHUEM U LIM(PPOBAHUEM
CUTHAJIOB pe4yeBOi nHpopMaLuy,
nepeaBaeMbIX M0 KabemsiM U
paJIioKaHaIaM.

18. OnumuTe fAelicTBUe KOMaHIbl KOMMyTaTopa |Bxitouenue nopra 10 mocine Toro, kak oH
cepuu DES-3810 ¢ynkiuro Port Security 6611 BeIKITIOUEH Port Security, To ecTh
switch(config)# port-security 10 clear- |0 €ro OMIOKUPOBKH
intrusion-flag
switch(config)# interface 10 enable

19. Onumute nericTBue kKoMaHabl komMmyTatopa |Hactpoena ¢ynxus Port Security ¢

cepun DES-3810 dynkumro Port Security

ayrentudukanueit 802.1X na mopr 10.



https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%81%D0%BA%D1%80%D0%B5%D1%82%D0%BD%D1%8B%D0%B9_%D0%BB%D0%BE%D0%B3%D0%B0%D1%80%D0%B8%D1%84%D0%BC
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D0%B5%D1%87%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%BB%D0%B5
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switch(config)# aaa port-access Pexcum KonTposst auto
authenticator 10 control auto
20. Ha pucynke nmoka3zana cxema AyTeHTH(UKAIHIO TP TOMOIIN
ayTeHTH(HUKALNN METOJIOM_CEPTU(PHKATOB.  (CEPTUPHUKATOB 00ECIIEUNBAIOT HECKOIBKO
[IpuBenuTe MpUMEpPHI MPOTOKOJIOB KOTOPBIE  |paclpOCTPAaHEHHBIX MPOTOKOJIOB, B
P STOM HUCTIOIB3YIOTCS. YaCTHOCTH, HanOOJIee N3BECTHBIN U
——— Janpoc wa ayrenTugmRaum0 —> HIMPOKO PACIIPOCTPAHEHHBIN MPOTOKOI
W ey Sy SSL, KOTOPBIi TIPUMEHSIETCSE
«——[Token 0], Corts, TokenBA2 —— IPAKTUYECKU B KaXKJIOM web-0paysepe.
_— ITOMUMO HETO TIPUMEHSIOTCS TPOTOKOJIBI
TLS, IKE, S/MIME, PGP u Open PGP.
21. Omnumure s yero ucrnoisbdyercs [Iporokon |[Iporokon duddu — Xennmmana —
Hudpdu — Xemnmana (Diffie—Hellman key  |kpunrorpaduueckuii mpoTokod,
exchange protocol, DH). MO3BOJISIFOIIUI IByM | 00JIee CTOpOHAM
MOJTYYUTh OOIIMI CEeKpEeTHBIN KITIOY,
VCITOJIb3Y$ HE3AIIMILEHHBIN OT
PO CITYIIUBAHMSI KaHAI CBSI3H.
[TomydeHHBIN KITFOY UCTIOTB3YETCS IS
mgpoBaHus AaabHelero ooMeHa ¢
MIOMOIIBIO AJITOPUTMOB CHMMETPHIHOTO
mudpoBaHUsL.
22. [Tepeuncnure ncrounuku yrpos B Ethernet.  [Mcrounuk yrpo3 menst Ha 2 Tuma:
1) UCTOYHMKH YTPO3 B CAMOI CHCTEME;
2) UCTOYHHUKH yIPO3 BHE CHCTEMBI.
23. Ha pucynke npencrasieHa cxema a0 CKOU [1mrockl BapuaHTa NpPejIoKEeHHOM CXEMBbI
ceru. Jloctyn y310B B MMHTEpHET MJIOCKOU CETH:
ocymectisiercs uepe3 NAT, a mocTym k 1) MunumainbHble TPEOOBAHUS K
cepBucam u3 Murteprer uepes Port dbynakmonany IFW (MoxHO cnenath
forwarding. OnumuTe JOCTOMHCTBA T NPaKTHYECKU Ha JII000M, JaKe
HEJIOCTATKU JAHHOU CXEMBI JIOMAIITHEM POyTepe).
2) MunumaibsHbie TpeOOBaHHS K 3HAHUSIM
CIEIHAIHNCTA, OCYIICCTBISIOIIECTO
peau3aiui BapruaHTa.
3) MuHyChI BapraHTa:
4) MuHUMAaJTbHBIA YPOBEHb
0e30MacHOCTH.
24, Ha pucyHke npencraBieHa cxema CeTH C [Trockl BapuaHTa NpeIoKEeHHON CXeMBbI

DMZ. JIns yBenudeHus HHPOPMaLMOHHON
0€301aCHOCTH, JJaHHbIE JOCTYIHbBIE U3
HHTepHeT, MOMEIaT B CHEUaIbHO
BBIJICJICHHBIA CETMEHT —
JIeMUTIMTapu30BaHHyto 30HY (DMZ). DMZ
OpPraHU3yeTCs C IIOMOIIBIO MEKCETEBBIX
9KpaHoB, oTnensromux ee oT Murepuer (IFW)
u ot BHyTpeHHel cetn (DFW). ITpu stom

cetu ¢ DMZ:

1.IToBBIIEHHAS 3aITUIIEHHOCTH CETH OT
B3JIOMOB OTJIEJIbHBIX CEPBUCOB. Jlaxe
€CJIM OJIUH U3 CEPBEPOB OY/IET B3JIOMaH,
Hapymmurens HE CMOKET MOTYyYUTD
JOCTYN K pecypcam, HaXOJSIIMMCS BO
BHYTPEHHEH ceTu (Hanmpumep, CETEBbIM
IIPUHTEPAM, CUCTEMaM



https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D0%BE%D0%B5_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D0%BE%D0%B5_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/NAT
https://en.wikipedia.org/wiki/Port_forwarding
https://en.wikipedia.org/wiki/Port_forwarding

Howmep

Coneprkanue Borpoca

[IpaBUIIbHBIN OTBET Ha 3ajaHue

3a/laHus

npaBuia (GUIBTPALIMU MEKCETEBBIX SKPAHOB  |BUCOHAOIIONCHUS U T.11.).

BBITJISIIAT CIIETYIONIUM 00pa3oM: Munychl BapuaHTa:

1.3 BHyTpeHHe# cetn MOKXHO HHUIIUUpoBaTh |1.Cam 1o cede BhHOC cepBepoB B DMZ
coenuuenus B DMZ u 8 WAN (Wide Area HE TIOBBIIIAET WX 3AITUIIICHHOCTD.
Network). Heo0xonum pononmHuTeNbHBIA MD 1115
2.3 DMZ M0XHO WHULIUUPOBATH otaesieanss DMZ ot BHyTpeHHEN CETH.
coenuHeHuss B WAN.

3.13 WAN MO0XHO MHMLIUMPOBATh

coenuHenus B DMZ.

4 Nunumanus coeqnaenni u3 WAN u DMZ

KO BHYTPEHHEW CETH 3alpellcHa.

25. Ha pucyHnke npezncrasieHa cxema ceTu ¢ BaxHble MONOXUTENBHBIE CBONCTBA
DMZ. ucnonp3oBanus OpenVPN B qanHOM
O6m1as cxema pabOThI JaHHOTO BapHaHTa CXEME CeTHU:

BBITVISITUT CIICTYIOIIINM 00pa3zoMm: 1. KpoccmiarhopMeHHOCTb.
1.Ha cepep B DMZ unctammpyercs 2. BO3MOXXHOCTBh TOCTPOEHHUS TYHHEJIEH C
SSH/VPN cepsep, a Ha cepBep BO B3aMMHOU ayTeHTH(UKAIUEH KIHNCHTa U
BHyTpeHHe# cetn nHctaumpyercss SSH/VPN [cepsepa.
KJIMEHT. 3. BO3MOXHOCTb HCIIOIB30BaHUS
2.CepBep BHYTPEHHEUN CETU HHUIIUUPYET cepTuUIIUPOBAHHOM KpUNTOrpaduu.
MIOCTPOEHHUE CETEBOr0 TYHHEJIS JI0 CepBepa B
DMZ. TyHHenb CTPOUTCS C B3aUMHOU
ayTeHTU(UKalMel KIIMeHTa U cepBepa.
3.Cepsep u3 DMZ B pamKax ocTpoeHHOTO
TYHHEJS] HHULIUMPYET COESMHEHHE JI0 CepBepa
BO BHYTPEHHEH CEeTH, IO KOTOPOMY
MepearoTCs 3allulllaeMble TaHHBIE.
4.Ha cepBepe BHYTpEHHEN CETH
HACTpauBaeTCs JOKAIbHBIN MEXKCETeBOU
9KpaH, GUIbTpymuld TpahuK, IPOXOIAIIUN
10 TYHHEJIO.
[lepeuncnure NOIOKUTENbHBIE CBONCTBA
ucrnons3oBanus OpenVPN,
S W
S QY S
Cepsep 8 DMZ w Cepaep 50
BHyTPeHHeii ceTn
26. Haiite onucanue nousaTuio ['amma mudpa. l'amma mudpa — nceprocnyvaiinas

MOCIIEI0BATENbHOCTb, BRIpabaThIBaeMast
10 OIIPEJEIIEHHOMY aJITOPUTMY,
UCTIONIb3yeMast s 3au(POBKH
OTKPBITBIX JAHHBIX U JISMHU(POBKH



https://openvpn.net/
https://openvpn.net/
http://www.cryptocom.ru/products/openvpn.html

Howmep
3a/1aHUs

Coneprkanue Borpoca

IIpaBUIIBHBIN OTBET Ha 3a1aHue

mmdporekcra. Mcrons3yercs mpu
mu(ppoBaHUN METOIOM F'aMMHUPOBAHHSL.

27.

Onuimure NOHIATHE KPUNTOAHAIUTUYECKAS
aTaka KOMIIbIOTEPHOU CETH.

JIro0ast mOTMBITKA CO CTOPOHBI
3JIOYMBITIUICHHUKA pacudpoBaTh

i ppoTekcT C U MOTYyYUTh OTKPBITHIH
TeKCcT M He nMes OUIMHHOTO KITIoJa,
HAa3bIBACTCS] KPUNITOAHAUTUTHYECKON
aTakoM.

28.

Hepe‘-II/ICJII/ITC OCHOBHBIC IPUHIHIIBI
HCMOJIb3yEMbIE MPHU MOCTPOCHUN CTOMKHUX
¢ poB.

[Ipu nmocTpoeHnn CTOMKUX MUPPOB
HEeOoOXOIHUMO HUCIIOIL30BAaTh IBa
OCHOBHBIX IIPUHIIMIIA — paCCEUBaHUE U
nepeMeluBaHue.

29.

MexaHnu3Mbl 0€3011acHON yAaaeHHOM
ayTeHTU(UKAIINH TI0JIb30BaTeNeH.

Jlig obecriedenyst MOATMHHOCTH KaHala
CBs3H, U 3alllMTHI OT aTaK IMMOBTOpaMUn
0OBIYHO HUCTIONB3YIOT METO]I 3aIpoC-
OTBCT, 00 MEXaHU3M OTMETKH BPCMCHHU.

30.

[IpuBenuTe HE MEHEE TPeX MPOTOKOJIOB
yaaJIeHHOM ayTeHTU(PUKAIINH TTOJTH30BaTEICH.

Tpu npruMepa MO>KHO BBIOpATh U3
JTAHHOTO CIHUCKA IPOTOKOJIOB yAAJECHHOM
ayTeHTU(UKAIIMK TT0JIb30BaTEIEH:

- CHAP

- EAP

- IPSec

- SSH

-TLSv1.2

31.

[IpuBeauTe He MeHEe TpeX W3MEHEHUH MpHU
JUHAMHYECKOM CerMeHTaIllu CeTH

Tpu npumepa MOKHO BHIOPATh U3
JAHHOTO CITMCKAa M3MEHEHHI MpH
JUHAMHYECKON CETMEHTAIlUH CETH.
- IpaBWJIa KOHTPOJIS JTOCTYIIA;

- COCTaB TPYIII MOJIh30BaTEIICH;

- MECTOHAXOXCHUE TPYIIIT
MOJIb30BaTelNell U T.1I.

32.

[lepeuncnure yciaoBus A MPOBEICHUS
CErMEHTAllUU CETH C UCIIOJIb30BaHUEM
cranaapra 802.1Q

Jlnst mpoBeieHNsT CETMEHTALIUU C
ucnojb3oBanueM crangapra 802.1Q
HE0OXOIUMO:

- UeTkas ajmpecanus CeTH, MacKH,
network address, broadcast address.

- [IpuHIMI TOTHYECKOTO pa3aeieHUs
CEeTH: IO OTJENIaM, ITaKaM, THITY
Tpaduka u T.1. B oqHOM cermenTe
pEeKOMEHAyeTCsl IepkaTh He Oornee 126
YCTPOWCTB.

- KomMyTaropsl, noaaepxuBaronime
802.1Q. Mapupytuszarop ¢ NoJaepKKon
802.1Q.

33.

IlocTaBiena 3agaJa: OpFaHI/I3OBaTB
ONPpCACIICHUC TPUHAJICKHOCTD ITOJIb30BATCIIA
K HY)KHOﬁ rpyarie 1mmpu €ro noAKJIYCHUHN K
cetu. Onummure KpaTKO Balllr MPCIJIOKCHUA
10 PCIICHHUIO JaHHOH 3aJa4u.

Jlannast 3a1a4a 0OBIYHO pelaeTcs ¢
MOMOIIBIO ayTeHTU(DUKAIIUU U
ABTOPH3AIUU C UCTIOIE30BAHUEM
nporokona 802.1x na RADIUS-cepsepe
(J4acTo ¢ UCTOIB30BAaHUEM JAHHBIX U3
KOPMOPATHUBHON CITY>KOBI KaTaJIOTOB,
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Hanpumep Active Directory). Bo3mosxHo
NPUMEHEHHE U IPYTUX METOJIOB —
CTaTMYECKOTO MTOMEILEHUS
[10JIb30BaTeIEd B 3aBUCUMOCTH OT I1OPTa
nojximoueHus, VLAN a, IP-togcery,
aBTopu3auuu no MAC-aznpecy u Tak
Jlajiee B 3aBUCUMOCTH OT BO3MOYKHOCTEH
UCIIONIb3yeMOTo cepBepa AAA u
000pyIOBaHUS.

34.

[TocTtaBnena 3agaua: M3omupoBaTh Tpaduk
noJsib30Barens rpynnsll ot Tpaduka
M0JIb30BaTeNell Ipyrux Tpymil Mpy nepeaaye
IO CEeTH.

JlaHHas 3a7a4a TPaJULIMOHHO PEIIaeTCs
MyTE€M CO3aHUS OTJEIIbHBIX
BUPTYaJIbHBIX TOTIOJIOTUM JUI KaXKI0N
rpynnsl noas3oareneil. Kak npasuio,
3TO JIENIaeTCs C MOMOIIBIO TEX WIIM UHBIX
CPE/CTB BUPTyalIU3aluu ceTU. B cirydae
HEOOJIBIINX CeTel ITUMH CPEICTBAMU
00b14HO sBisiIoTcst VLAN’BI U TpaHku
802.1Q. st G0abpIINX CeTel XapaKTepHO
npumenenne MPLS VPN.

35.

[TocTtaBnena 3agaua: O6ecneynuTh AOCTYI
M0JIb30BAaTENs K TEM pecypcam, K KOTOPbIM OH
JIOJDKEH UMETh I0CTYII U, 3a0JI0KUPOBATh
JOCTYI KO BCEM OCTaJIbHBIM pPecypcam

JlanHast 3a1a4a Kak MpaBujlo, periaeTcs
nakeTHOU (unprpanmeit Ha ocHose IP-
aapecoB. KoHTposb 1OCTyHa MOXKET ObITh
peann30BaH KaK TAKUMU «TPyOBIMI»
CPEICTBaMHM, KaK CIIUCKH KOHTPOJIS
noctymna (ACL) Ha ameMeHTax CeTeBOM
UHQPACTPYKTYPHI, TaK U «TOHKOI»
bunbTpalyei Ha CUCTEMax 3aIIUThI
HoBoro nokosieanst (NGFW, NGIPS),

36.

[Tepeuncnure Buapr ACL

Crnucku noctyna ObIBaroT:
CrangapTHbie
Pacmmpenunsie
Jmaamuyeckue
PednexkcuBubie
[ToBpemeHHbIE

37.

[lepeuncaure ABa OCHOBHBIX CIIOCO0OA
MIO3BOJISIOIIMX YCTAHABJIMBAThH YJIEHCTBO B
VLAN.

CyI1ecTBYIOT JIBa OCHOBHBIX CIIOC00a,
MIO3BOJISAIOIINX YCTAHABIUBATD YWICHCTBO
B VLAN:

1) cratuueckue VLAN;

2) nunamuueckue VLAN.

38.

Bosmorxuo nu ucnoas3oBanne VLANOB kak
METO/1A 3alUThI OT IUPOKOBEIIATEIBHOTO
mropma?

OnHUM U3 METO/I0B 3aIlMUTHI OT
IMPOKOBELIATEIBHOTO IITOPMA SBIISETCS
paznenenue cetd Ha VLANGBI niu Ha
Pa3JIMYHbIE CETU KAHAIIBHOTO YPOBHS, YTO
JIOKAJIA3YyeT IITOPM B IIPEAEIIaX OJHOIO
VLAN/onHo# nonceru.

39.

Ha PUCYHKE IIPCACTABJICHA CXCMa CCTHU.
OnumuTe KaKkue HCO6XOI[I/IMBI HaCTpOﬁKH JJIA
HUCKITIOYCHU S ITUPOKOBCIIATCIIBHOTO IITOPMA
B IICTIIC.

Heo0xonnmo Hactpouts npotokos STP
cragaapre IEEE 802.1D nnm npoTokoJisl
cemeiictBa STP (RSTP, MST).



http://xgu.ru/wiki/VLAN
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40. Jlj1g 4ero B CeTsX UCNOIb3YIOT AJITOPUTM Anroputm STA npenycMmarpuBaer
CBS3YIONIETO JepeBa (Spanning-Tree CBOOOTHOE OT TETENh MOIMHOKECTBO
Algoritm) (sta) TOTIOJIOTHH CETH ITyTE€M pa3MeIICHUs

TaKWX MOCTOB, KOTOpBIE, €CITH OHH
BKITIOUEHBI, TO 00pa3yloT MEeTIH B
pe3epBHOM (OJIOKUPYIOIIEM) COCTOSTHUU.
[TopTs! GIOKHPYIOIIETO MOCTA MOTYT
OBITh AKTUBHPOBAHHI B CIIy4ae 0TKa3a
OCHOBHOTO KaHaja, 00ecrieuynBasi HOBBIT
TPAKT Yepe3 00beAMHEHHYIO CETh.

41. [Iepeuncinure BO3MOKHBIE PELICHUS D-Link npeuiaraer KOMIJIEKCHBII
obecrieyeHnst OE30MACHOCTH KOPIIOPATHBHOHN  [MTOJIXO/ K PEIISHHIO BOTIPOCOB
cetu Ha ocHoBe D-Link. obecrieueHnst 6€30MMaCHOCTH, KOTOPBII

BKITIOYAET B CE0S CIENYIONINE PEIICHUS:
1) 3amuTa KOHEYHOTO TTOJIL30BATENS —
o0ecrieunBaeT 3alUTy BHYTPEHHEH CeTH
OT BHYTPEHHUX aTaK;

2) 3ammTa cpecTBAMU MEXKCETEBBIX
9KpaHOB — 00ECIIEYNBACT 3AIIUTY
BHYTPEHHEH CETH OT BHELIHMX aTakK;

3) O6beauHeHHAs 6€30ITaCHOCTh —
CBSI3YIOLIEE 3BEHO MEXAY JBYMS
HPEABIAYLIUMHU NPEUI0KEHUSIMH,
00BbEMHAOLIEE NCIIOTb30BaHHUE
MEXCETEBBIX IKPAHOB M KOMMYTaTOpOB
JUIS 3alUThI CETH.

42. Kakoii ¢pynkimeii B kommyraropax D-Link  |®yukuus IP-MAC-Port Binding (IMPB),
peanu3oBaH KOHTPOJUPOBATh AOCTyIA peanu3oBaHHas B KoMmytatopax D-Link,
KOMIIBIOTEPOB B CETh HA OCHOBE uX IP- n HO3BOJISIET KOHTPOJIMPOBATh AOCTYI
MAC-anpecos. KOMITBIOTEPOB B CETh Ha OCHOBE X IP- u

MAC-anpecoB, a TaKxe mopra
HOJKJIFOYEHUSI.

43. IMpu aktuBu3anuu Gyaknuud IMPB Ha mopte |Strict Mode — B 3ToM pexuMe mopT 1o
aJIMUHUCTPATOP JOJDKEH yKa3aTh PEKHUM €ro  [yMOJIYaHUIO 3a0JOKHMPOBAH.
paboTsl. Kak paboTaer nmopt B pexxume Strict
Mode?

44, [Tpu axtuBu3auuu ¢pykuuu IMPB Ha mopre |[Loose Mode — B aToM pesxume mopT 1o
aJIMUHUCTPATOP JOJDKEH YKa3aTh PEKUM €ro  |[yMOJIYAHUIO OTKPBIT.
paboTsl. Kak paboTaer nopt B pexume Loose
Mode?

45, [Tpu axktuBuzanuu pyukuun IMPB Brmouen |Pexxum DHCP Snooping ucnons3yercs

pexxum padotst DHCP Snooping mode.
JlelicTBUSI KOMMYTaTOpa B TAaHHOM pekuMe?

KOMMYTaTOpPOM JUIsl IUHAMUYECKOTO
co3nanus 3anuceit IP-MAC Ha ocHOBe
aHasim3a DHCP-nakeToB 1 NIpUBSI3KU UX K
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nopTam ¢ BKIo4eHHOU (ynkuueit IMPB
(agMHHHCTpATOPY HE TpedyeTcst
CO371aBaTh 3aMIMCH BPYYHYIO).

46. Onnum u3 meroioB opranmzanuu mexannsma [SSH (Secure SHell, "6e3omacHas
OTPaHUYEHUS AIMUHUCTPATUBHOTO JA0CTyNa K |000J104Ka") — CETeBOM MPOTOKOJI
YIIPaBIICHUIO KOMMYTAaTOPOM SIBIISICTCS NPUKIIAJHOTO YPOBHS, TIO3BOJISIOLIHI
HACTpOIKa KOMMYTaTopa Ha paboTy ¢ IPOM3BOIUTH yNAJICHHOE YIIpaBIICHUE
nporokosioM SSH. OnuiuTe 1aHHBIN OIIEPALIMOHHON CUCTEMOM
MIPOTOKOIJL. u TyHHenmpoBanue T CP-coenuHeHuii.

47. Jlj1g yero UCHob3yroT PU3NUIECKUN CTEK [lox ¢pusznueckum crekupoBaHUEM
KOMMYTaTopoB 3-ro ypoBHs D-Link. MMOHUMAETCS 0ObETMHEHNE HECKOJIBKUX

KOMMYTAaTOpPOB B OJIHO JIOTHYECKOE
YCTPOMCTBO C LIENbIO YBEITUYCHHUS
KOJIM4€CTBa MOPTOB, y10OCTBa
yIIpaBJIeHHUs] © MOHUTOPHHTA.
OObenMHEeHHbIE B CTEK KOMMYTaTOPbI
UMEOT 00IIHe TaOIUIBI KOMMYTAIIHA U
MapuIpyTH3auH (151 KOMMYTaToOpoB 3
YPOBHS).

48. B kopriopaTUBHOM CETH IMPU HACTPOUKE Komanna ip access-list ucnonnsyercs
koMmmytaropa D-Link ucnons3oBanack JUISL CO31aHUS] MMEHOBAHHBIX CITMCKOB
xomanza ip access-list stdl 10. [{nsg uero  |gocTyma, B JTaHHOM CiTydae CO3IaHUE
UCIIOJIL30BAJIACH JAHHAS KOMaHa? criucka ¢ umeneM Stdl n vomepom 10.

49. B xopriopaTuBHOM ceTH pU HACTPOIKE B nanHoM citydyae co3maH paciimpeHHbII
kommytaropa D-Link ucrmonb3oBanach crcok pocryna MAC ¢ umenem macl u
xomanaa Mac access-list extended mac1i |momepom 6010.

6010. i yero ucnonp3oBanach gJaHHAs
kKoManma?

50. Jaiite onrcanue nousaTus [Psec B pamkax IPsec (cokpamenue ot IP Security) —
3amuThl HHGOPMauu B MHPOPMALIMOHHON  |[HaOOp MPOTOKOJIOB I 00eCIeueHUs
CUCTEME. 3alUTHI JaHHBIX, [IEPEIaBAEMbIX 110

MEKCETEBOMY MPOTOKOJY [P.

51. |BeiOepuTe npaBUIIBHBIN BapHAHT OTBETA. A

B Bameit opranuzanuy uCHoib3yrTCs

oneparnuonHslie cucteMbl Windows. Kakas

MOJINTUKA O€30MacCHOCTH MPUMEHNMA Ha

JTAHHOM TPEANPUATUN?

A) poJieBasi NOJIUTHKA 0€30[IACHOCTH

B) nmuckpernuonHas nmonuTtrka 6€30MacHOCTH

C) IlonuTtuka U30UpaTebHOrO

pasrpaHHueHHs JOCTyma

D) manaaTHast MOJIeJIb YIPABJICHHUS JOCTYIIOM
52. |BbiOepuTe npaBUIbHBIN BapHAHT OTBETA. B

B undopmaninoHHO-KOMMYHHUKAIIMOHHBIX
cpenax OnepalMoOHHON CUCTEMOW OCHOBAaHHOM
Ha JUCKPEIMOHHON MOMUTHKE O€30MacHOCTH,
OIEPALlMOHHOW CUCTEMOM SBIIAETCS

A) OS/2

B) Linux
C) Windows
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D) SkyOS

53.

BribepuTe npaBMIIbHBINA BapUaHT OTBETA.
[Ipu opranuzanuu 6€30MaCHOCTH JIOCTYyIA B
WH(POPMALTMOHHO-KOMMYHUKAITTOHHBIX
cpenax npotokoi Auddu-Xemmana
HCIIONB3YETCs MPU MOAXOJE K PACIPEACIICHUIO
KITIO4eBOM MH(POPMALIUN B KOMITBIOTEPHOU
CeTH. DTOT MOAXO0/ Ha3bIBACTCS

A) Pacnipenenenue kiroueBoil HHPopmanyen
C MCIMOJIb30BAaHUEM OJIHOTO JTHO0 HECKOJIBKUX
LIEHTPOB pacHpeNeSICHUs KITFoUen

B) IIpsiMoii 00MeH ceaHCOBbIMM KJIKYAMH
MesK1Y 110/1b30BaTeasIMI

C) B3anmHOe€ MOATBEPKACHUE MTOUTHHHOCTH
YYaCTHUKOB C€aHCa

D) nonrBepkaeHre T0CTOBEPHOCTH ceaHca
JUIS 3aIllMTHI OT aTak METOJIOM TIOBTOPOB

54,

Bri6epute npaBuiibHBINA BapUaHT OTBETA.

B MoynbHOM apXUTEKType CUCTEMBI 3aIUTHI
ITO oT HECAaHKIIMOHUPOBAHHOTO
WCIOJIb30BaHus GYHKINUU onpeaeneHus dakra
JIETaJIbHOCTH 3aIyCKa 3alUIacMOu
MIPOrpaMMbl, CPAaBHUBAS TEKYILIUE 3HAYCHUS
IapaMeTpoOB CPEJIbl C ATAJTOHHBIMU
BBITIOJIHSIET

A) biokx ycTaHOBKH XapaKTEPUCTUK CPEIIbI

B) Ioacucrema peanu3anuu 3aliuTHBIX
byHKIUH

C) bJIOK cpaBHEHUS XapaKTEPUCTHK CPeAbl
D) Iloacucrema npoTUBOACHCTBUS
HEWUTpaIU3alMK 3aUTHBIX MEXaHU3MOB

55.

Bri0epuTe npaBuiIbHBIA BApHAHT OTBETA.
[Ipu opranu3anuu 6€30MacCHOCTH JIOCTYIIA B
HH(OPMAIMOHHBIX CHCTEMaX 0CHOBHBIMHU
3JIEMEHTAMU TIOJICP KaHKS H30TMPOBAHHOM
MPOrPAMMHOM CpE/Ibl SIBIISIOTCS

A) MOUCKOM KPUTHUYECKUX y4aCTKOB KOJa
METOJIOM CEMAaHTHYECKOTO aHAIN3a

B) KOHTPO.Ib 11€JI0CTHOCTH M AKTHBHOCTH
NPOLIECCOB

C) ompenenenue Touku Bxona B [13Y

D) 3ammToii JaHHBIX

56.

BriGepuTe npaBUIIbHBIA BapUaHT OTBETA.
Hapymenne koH(puaeHINATEHOCTH
nHpopmanmonHoro oomena B MC,
OCYILIECTBIIIEMOTO MO KaHaJlaM CBS3H
aOOHEHTOB CHUCTEM U CeTel OpraHu3alui, ¢
TIOMOUIBIO UX «IPOCITYIINBAHUSD»; TAHHBIA
BU/J] YTPO3 JUIl KOMIIBIOTEPHBIX CETeH
MOJTY4YHJT Ha3BaHUE

A) Mackapan (spoofing)
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B) DoS arakamu (DoS — Denied of Service)
C) Cuuddunr (sniffing)
D) ®ummnr (fishing)

S7.

Br16epute npaBuiibHbINA BapUaHT OTBETA.
Ha pucynke nokazana cxema 1€MOHCTpaluu
npasuwia NWD (net 3anucu Buu3). Kakas
MOJTUTHKA O€30IaCHOCTH TMO/ICP’KUBACT
JaHHOE TIPaBUIIO?

2anUcE
—::)— Ocobof BakHICTH
YTEHHE ZANWCE

== COBEPLEHHD CEKPETHO
YTEHHE

—::)— CEK[CIETHD

YTEHHE
—::)— KoHbMgeHLMansHo

MTEHWE

OTEpBITO

A) moauTnka 6e3onacuoctu beJJia-
JallanyJbl

B) poneBas nonutrka 0e30nacHOCTH

C) moymTHKa 6€30MaCHOCTH KOHTPOJIS
1IETI0CTHOCTH MH(OPMAIIMOHHBIX PECYPCOB
D) mangaraas monens 1enoctHoctu buda

58.

BriGepurte npaBMIIbHBIA BapUaHT OTBETA.
Ha pucynke nokazana cxema 1eMOHCTpaluu
npaBuwia NWD (HeTt 3anucu BBepx). Kakas
MOJINTUKA 0€30MaCHOCTH MOJCPKUBAET
JTAHHOE MTPaBUIIo?

TEHHE

—:}— CoBeplIEHHD LENaCTHEIA
ZANMCH YTEHWE

_(5:;:)_ [0EONEHD LENOCTHEIA
Zanuch

—=C)— HemHoro uenocTHeli

ZAMKCE

He uenocTHelA

A) nosmtuka 6e3omacHoctu bemna-
Jlallamysbr

B) poneBas monmTHka 6€3011aCHOCTH

C) moymTrKa 6€301MaCHOCTH KOHTPOJIS
1[EJIOCTHOCTH HH(POPMAIIMOHHBIX PECYPCOB
D) mannarHas MojeJb nejgoctioctu bubda

59.

BribepuTe npaBuiIbHBINA BapuaHT OTBETA.

ITon [IOHUMAIOT
MOJITBEPXKICHHUE 10JIb30BATEIEM
NPEIbIBIECHHOTO HIEHTU(HUKATOpa, TPOBEpKa
€ro MOJAJIMHHOCTU U MPHUHAIICKHOCTH
MMEHHO JIaHHOMY T0JIb30BaTeIIIo.

A) unentudukanus

B) ayrenTudunkanmeit

C) aBTopu3anus

D) mmdpoanue
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60.

BribepuTe npaBuIIbHBINA BapUaHT OTBETA.
— NIPEOCTABIICHUE

ONpeeIEHHOMY JIMILY UJIU TPYIIIIE JIUILL IpaB
Ha BBIIIOJIHEHUE ONIPECIIEHHBIX IEHCTBUM; a
TaKKe MPOLECC MPOBEPKHU (IIOATBEPKICHUS)
JTAHHBIX [1PaB IIPU MONBITKE BHITIOJHEHUS 3TUX
NENUCTBUAN

A) uneHTuduKanus

B) ayrentudukamnmeii

C) aBropusauus

D) mmdposanue

C

61.

Br16epute npaBuibHBINA BapUaHT OTBETA.
[TocTtaBnena 3agaua: OnpenenuThb
MHUHHMMAJIBHYIO JUIMHY IapoJsied L npu
MOIIIHOCTH MAapPOJILHON CUCTEMBI A,
obecreynBaroInX BEPOSATHOCTD 110100pa
MapoJs 3J0yMBIIIEHHUKOM He 0oJiee
3amaHHOM P, mpu ckopoctu noadopa naposneit
V, MakcuManabHOM Cpoke JercTBus naposs T.
Hcxoaubie ganusie — P=10-6, T=7 gueii = 1
Heznens, V=10 naposeit / MUHyTY =
10*60*24*7=100800 mapoJieii B HEJEIIO,
A=26 (cHMBOJIBI aHTJIHICKOTO aaBUTa).

A) L=4

B) L=8

C) L=6

62.

BriGepurte npaBMIIbHBIA BapUAHT OTBETA.
[TocraBnena 3agaua: OnpenenuTb
MUHUMAJIbHYIO JUIUHY Napojei L npu
MOIIHOCTH MapOJbHON CUCTEMBI A,
ofecreynBaroInX BEPOSATHOCTD 110100pa
MapoJis 3JI0yMBIIIEHHUKOM He 0oJiee
3ajanHoi P, mpu ckopoctu moabdopa maposiei
V, MakcuManbHOM Cpoke AeicTBus nmapons T.
Ucxonnsie ganasie — P=10-6, T=7 nueii = 1
Hezenst, V=10 naposueil / MUHYTY =
10*60*24*7=100800 mapoJeii B HEACIIO,
A=36 (Mmasbie JaTHHCKHE OYKBBI M IIU(PHI).
A) L=4

B) L=8

C) L=6

63.

BribepuTe npaBuiIbHBINA BapuaHT OTBETA.
Ha pucynke nokazaHa cxema apXUTEeKTyphbI



https://ru.wikipedia.org/wiki/%D0%93%D1%80%D1%83%D0%BF%D0%BF%D0%B0_%D0%BB%D0%B8%D1%86
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Fopnoepanua 1

|1'[un.‘n:msa'ram; A‘ | Homsoparems B |

A) I'mopuanas apxurexrypa PKI
(MHPPACTPYKTYPA OTKPBITHIX KJIIOYEH)
B) LenTpanuzoBannas apxurekrypa PKI
(MHppPacTPYKTypa OTKPBITHIX KIIIOYEH )

C) bnounas apxurtektypa PKI
(MHppPacTPYKTypa OTKPBITHIX KIIFOUEH)

D) Ceprudwurnmposannas apxutrekrypa PKI
(MHpPACTPYKTypa OTKPBITHIX KIIFOUEH )

Kepnepauua 3

Kopnopanua 2 P

>
]

64.

BriGepurte npaBmIIbHBIA BapUAHT OTBETA.
Ha pucynke nokaszana cxema
ayTeHTU(PUKALIUA METOJIOM

« 3anpoc

oE =

O'xei
Mons3osarens A
Koy Ka

A) «3ampoc-0TBETY

B) HesiBHOTO 3ampoca

C) Kerberos

D) ¢ ucnonb3oBaHreM UACHTH(HUKAITMOHHON
TaOJINLIBI

65.

Bri6epute npaBuiIbHBINA BapHAHT OTBETA.
Ha pucynke nokaszana cxema

aYTCHTI/I(bI/IKaI_II/II/I MCTOAOM

LienTp pacnpeseneus
Knioyei
Mons3osarens A

®

@l o

KnioY Ky

®
®

xnioy Kx
Kn04H Ka,.., Ky

A) «3anpoc-0TBET»

B) HesiBHOTO 3ampoca

C) Kerberos

D) ¢ ucnonb3oBanneM UACHTU(DUKATTMOHHON
TaOJITUIIBI

66.

JlaliTe KpaTKo€ ONMCaHKUE MOHATHIO
dopmanbHBIE MOJIETH MOJIUTHUK O€30MacHOCTH

(DOpMa.IIBHBIe MOACIH ITOJIUTHK
0€30MacHOCTH MO3BOJISIIOT OIKUCATh
IMOBCACHUC MMOACUCTEMBI 0€30I1aCHOCTH
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B paMKax CTPOIrux MaTCMaTuiuCCKUX
MOJIEJIEN, IPABUJL.

67.

JlaliTe KpaTKoe ONMMCAHUE OHATUIO
HedopmanbsHbie MOIEITH TOJIUTHK
0e30macHOCTH

HedopmanbHbie MOIETH TOJIUTHK
0€30MacCHOCTH MPEAIOIaraloT OIMCaHUE
TIOBE/ICHUS TIOJICHCTEMbI 0€30TTaCHOCTH
B paMKax BepOabHBIX (CITOBECHBIX)
YTBEPXKACHUM, HE 00JIaar0IINX
MATE€MaTH4YE€CKOM CTPOTOCTHIO.

68.

[Tepeunciivte OCHOBHBIE MHOKECTBA POJICBOM
MTOJINTUKA OE30ITACHOCTH B paMKaxX KOTOPBIX
OCYIIECTBIsIETCS (hopMaTu3aIiusl.

dopManusanus poraeBo MOJEIIH
OCYIIECTBIIIETCA B paMKax CIEeIyIOIINUX
MHOKECTB:

1) MHOXKECTBO MOJIb30BaTENICH
KOMIIBIOTEPHOU CHCTEMBI.

2) MHOXECTBO POJICH.

3) MHOXECTBO MOJIHOMOYHH Ha JIOCTYI
K 00BbEeKTaM, IIPEICTABICHHOE,
HarpuMep, B BUJIe MaTpUIlbl [TpaB
J0CTyna.

4) MHOKECTBO CEaHCOB PabOTHI
MIOJIB30BATeIIEl ¢ KOMITBIOTEPHOM
CHUCTEMOM.

69.

OnuimmuTe COCTaB y4ETHOM 3alucu
TI0JIb30BaTES

CoBoKyIHOCTh UACHTU(DUKATOpA U
MapoJIst MOJIb30BATENS - OCHOBHBIE
COCTABJISIIOIINE €r0 YUETHOM 3amKCH.

70.

Uto conmepxut baza naHHBIX OIB30BATEIIECH
MapOJILHON CUCTEMBI?

baza nganHEIX mojn30oBaTene
MapoJIbHON CUCTEMBI COAECPIKUT
YUETHBIE 3allMCU BCEX MOJIb30BaTeNen
KOPITIOPaTUBHOM MH(POPMAITMOHHOM
CUCTEMBI.

71.

[IpuBeuTe HE MEHEE TPeX IIHPOKO
pacrpoCTpaHEHHBIX TEXHUYECKUX YCTPOUCTB,
HCIIOB3YEeMBIX JIUISl PEIICHMS 3a1a4
nuaeHTU(DUKaAIIu/ayTeHTH QUKAITIN
MoJb30BaTeiei

Tpu npuMepa MO>KHO BbIOpaTh U3
JTAHHOTO CITUCKA TPEX IIMPOKO
pacIpoCTPaHEHHBIX TEXHUYECKHUX
YCTPOWCTB, HCIOIB3YEMBbIX JIJIS
peleHus 3a/1a4
uaeHTuGuKannn/ayreHTuUKauu
I0JIb30BAaTEIICH:

- uaeHtudukaropsl iButton (Touch
Memory);

- OCCKOHTAKTHBIC PAIOYACTOTHBIE
KapThl proximity;

- TJTACTUKOBBIE KAPTHI;

- kroun e-Token.

72.

[Iepeunciure MpoLECCH INEKTPOHHOU
udposoii noanucu B cootBerctBuu ¢ [OCT
34.10-2018.

MexaHu3M 1uppoBON NOAMUCH
OIIPENENAETCA MOCPENCTBOM
pean3alyy IByX OCHOBHBIX IIPOLIECCOB
1) popmupoBaHHE OANUCH;

2) mpoBepKa IOJIIHCH.

73.

Haznauenue smekTpoHHOHN UPPOBOIA
noanucu B cootBercTBru ¢ 'OCT 34.10-
2018.

]_[I/I(I)pOBaSI noAnucCh NpCaAHa3HaAuYCHa I
aYTCHTI/I(I)I/IKaL[I/II/I Jna, moAJrnmnucaBmIcro
OJICKTPOHHOC COO6H.[€HI/IC.
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74.

[lepeuncnure CBOKWCTBA COOOLICHUS TPU

WCIIOJIb30BAaHUU JICKTPOHHOU TU(POBOI
noamucu B coorserctBud ¢ I'OCT 34.10-
2018.

Wcnonb3oBanue DI npenocrasnser
BO3MOXKHOCTH 00€CTICYUTh CIICAYIOIIHE
CBOMCTBA IIpU IIEpeIadye B CUCTEME
MOJMHUCAHHOTO COOOIIECHUS

1) ocyriecTBICHUE KOHTPOJIS
IIEJIOCTHOCTH MIEPEAaBAEMOTO
ITOJIITMCAHHOTO COOOIICHMS,

2) ToKa3aTeabHOE MOJATBEPKICHNE
ABTOPCTBA JIUIIA, ITOIITUCABIIIETO
cooO11IeHHE;

3) 3ammTa COOOIIEHHUS OT BOBMOXKHOM
TIOJIJICJIKH.

75.

atp onucanue nonaruto [aimkect JJaHHBIX
(Data Digest).

Hatimkect Jlanabix - OTHOCHUTEITEHO
HeOOJIBIIOH OJIOK JAHHBIX,
BBIYUCJICHHBIA C TPUMEHEHUEM K
OPHUTMHAIILHOMY OJIOKY TaHHBIX
(0ObIYHO OOJIBILIETO pa3Mepa)
CIeNUATBLHBIX Al HKeCT-QyHKITUN
(xom1-hyHKIMIH).

76.

3amaga: [Ipennpusaturo He0OX0IMMO
MOJTYYUTh KBATH(PUITUPOBAHHBIN
ANIEKTPOHHBIN CePTU(HUKAT HA OPTaHU3AIIIO
OUII gnst 3ammTel nanHbix UC. B kakyro
OpraHu3aIuio He0OX0IUMO 00paTUThLCS?

AKKpPEIUTOBAaHHBIH Y10 CTOBEPSIFOIINMA
neHtp (Y1) — sto opranuzanus,
MOJIy4MBIIas 1octyn K EquHoMy
peecTpy, UMeroIas MpaBo Ha cOop U
XpaHeHHe KIroueBoi nHpopmarmu. OHa
MMEET MPaBO Ha CO3/1aHHE
KBaJU(UIIUPOBAHHOTO JIEKTPOHHOTO
ceprudukara u pacrpocTpaHeHHE
JUIEH3UN Ha KpUIITOrpadHuIo.

77.

[lepeuncnure cBoiicTBa HH(OPMAILIUU C TOUKU
3peHus 3amuUThl HHGOPMAIHH

CpoticTBa HHGOPMAIIMH, KOTOPHIC MOTYT
IPUBOIUTH K IMOTEPE IICHHOCTH
uHpopmarmu:

1) KOH(pHICHIIMATHHOCTS;

2) 1eJI0CTHOCTB;

3) TOCTYIHOCTb.

78.

[lepeuncnure cTaguu KU3HEHHOTO LIUKIA
BUpYCA.

JKu3HEHHBIH IUKIT BUPYCOB BKJIFOYACT B
ceOs IB€ OCHOBHBIC CTAJIUU — XPAHEHUE
(marenTHas (asza) ¥ UCIIOTHCHUE.

79.

TexHuyeckue cpeacTBa OOPLOBI ¢
KOMITBIOTEPHBIMU BUPYCaMHU.

TexHuyeckue cpeacTBa OOPbOBI C
KOMIIBIOTEPHBIMU BHPYCAMH —
MPUMEHEHNE aHTUBUPYCHBIX
MOHHUTOPOB U CKaHEPOB, MPOTPAMMHBIX
U aImapaTHbIX CPEJCTB,
HEIOMYCKAIOIINX BO3MOKHOCTh
3apakeHUst 00LEKTOB KOMIIBIOTEPHOI
CUCTEMBI.

80.

HCpC‘-II/ICHI/ITC BHUJbI MCTOYHUKOB YI'pO3
0e30ImacHOCTH NEpCOHAILHBIX TaHHBIX.

Hctounuku yrpo3 6e301acHOCTH
NEPCOHATBHBIX JAHHBIX:

1. AHTpOTnIOTE€HHBIE

2. Cruxuiinble

3. TexHOreHHbIE
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81. |[aiite onucanue arakam MITM (Man-in-the- |Araka MITM npoucxoaut, korua
Middle). XaKepbl BHEJIPSIFOTCS B JIBYCTOPOHHEE

WH(OPMAITMOHHOE B3aUMOJICHCTBHE.
[Tocne nepexsara Tpaduka OHE MOTYT
(GUIBTPOBATH M KPACTh JAHHEIE.

82. |Haiite onmcanue atakam OumuHr Brimorarenu HCnoJIb3yrOT NOJIETbHbBIE
CooO0IIeHu s, HarpuMep, e-mail, 9To0bI
0OMaHHBIM ITyTEM 3aCTaBUTh
MOJIy4aTessi OTKPBITh €T0 U BHITIOJHUTH
ONIPEJICTICHHOE JICHCTBHE.

83. [[IpuBeaute HEe MeHee Tpex OmomeTpudeckuXx |Tpu mpumMepa MOKHO BBIOPAThH U3
XapaKTEPUCTHK, UCTIOIH3YEMBIX JIJIS JAHHOTO CIHCKa OMOMETPUIECKUX
unentuduxanuu u ayrearudukanuu UC. XapaKTEPUCTHUK, UCTIOIH3YEMBIX IS

UICHTU(DUKAIIIY U ayTeHTU(PUKAIIN
nc:

- OTIICYATKH IaJIbIICB;

- reoMeTpuueckas popma pyk;

- Y30p Pay’)KHOU 00O0JIOUKH M CETUYATKH
rias;

- ¢opMa u pa3Mepsl JIUIIA;

- 0COOEHHOCTH roJIoca;

- OMOMexaHM4eCKHUe XapaKTePUCTUKHI
MoYepKa;

- OMOMEXaHWYEeCKUE XapaKTepUCTUKU
«KJIaBUATypPHOTO MOYEPKay.

84. |llepeuncnure 0COOCHHOCTH UCTIONB30BaHUS |OCOOCHHOCTHIO IPUMEHEHUS
OMOMETPUUYECKUX CUCTEM UJICHTU(DUKAIIMY U |OMOMETPUUYECKUX CUCTEM CIIEAYIOIINE:
ayTeHTU(PUKALMY JTUYHOCTHU IO cpaBHEHUIO ¢ |1.HeoO6xoauMocCTh ATUTENbHOTO
JIPYTHUMH KjaccaMu cuctem M/AY. 00yueHust OMOMETPUYECKOM CHCTEMBI.

2.B03MOKHOCTD OIIMOOYHBIX OTKA30B U
OLIMOOYHBIX MMOATBEPKICHUI MTPU
ayTeHTU(DUKALIMH T10JIb30BaTEIICH.

3. Heo0XoaMOCTE UCIIOIB30BAHUS
CHEIMAIbHBIX TEXHUYECKUX YCTPONCTB.

85. [[locraBnena 3amaua: [IpuobpereHue Poccuiickue nmporpaMmsbl yripaBieHUS

POCCHIICKOH MpOTpaMMBbl yIIpaBlIeHUs KITIOUaMU:
KJIFO4aMHu Ui opranusanuu. [IpuBeaure ViPNet PKI Client
pUMEPBI POCCUICKKX MporpaMm yrpasienus |Guardant Sign
KJIFOYaMH. cemeiictBo Kpunro

U T.J.

86. [sBnsercs nu oOs3arenbHBIM Mpenoctasnenue ([IpemoctaBinenue Gpu3nuecKUMu
(bU3MYECKUMH TUIIAMH CBOUX JUIAMH CBOUX OMOMETPHYECKHUX
OMOMETPUUYECKUX MEPCOHANBHBIX JaHHBIX B [IEPCOHANBHBIX JaHHBIX B LIETISX,
cootBeTcTBUU ¢ DenepabHBIM 3aKOHOM OT 29 [TpenyCMOTPEHHBIX HACTOSAILIUM
nexabps 2022 . N 572-03 denepabHbIM 3aKOHOM, HE MOYKET

OBITH 00S3aTEILHBIM.
87. |Haiite onucanue noHATHIO OnomeTpudeckuii |bruomeTrpuueckuii mporecc -

nporecc B coorBerctBuu ['OCT P 54411-
2018/1ISO/IEC TR 24722:2015.

aBTOMAaTHUYECKHH ITpolLecc,
UCTIONB3YIOIUI OHY WK OoJee
OMOMETPHUECKUX XapaKTEPUCTUK
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OJTHOTO MHJMBHJIA JIJIsI OMOMETPUIECKON
perucTpanuy, Bepu(puKauy uim
UICHTU(DUKALINN.

88. |[aiite ommucanue nmoustuio HempepbiBHBII HenpepsiBHBIM cunTaercs
OMOMETpPHUYECKUI TTapamMeTp Mporecc B OMOMETpHYECKUI TTapaMeTp, 3HAYCHUS
coorBercTBun ['OCT P 52633.4-2011. KOTOPOTO COCTABJISIIOT KOHTUHYAJIbHOE

MHOECTBO U OTPaHUYEHBI TOJIBKO
TOYHOCTBIO MPEJICTABICHHSL.

89. |IlepeuncinuTe MEpHI 3aIUTHI MPOTPaMMHBIX | {7151 IPOTUBOACHCTBUS MOTIBITKAM
MIPOIYKTOB HCIIOJIB3yEMBIE JITIsS HECAHKIIMOHUPOBAHHOTO
MPOTHBOACHCTBHS TTOTIBITKAM UCTIOJIB30BaHMSI TPOTPAMMHOTO
HECAHKIIMOHUPOBAHHOTO MCTIOIb30BaHMS 00ecTieYeHnsT NCTIONB3YIOTCS
MPOTPaMMHOTO 00ECTICUCHUSI. CJIC/TYIOIINE MEPBI 3aLIUTHI

IIPOTPaMMHBIX TPOYKTOB:
1.Opranu3anioHHO-3KOHOMUYECKHE
MEpHI

2.11paBoBbIE€ MepBI

3. TexHnueckue Mepbl

90. |[TepeyncivTe THUIBI CUCTEM 3aIUTHI Cucremsl 3amuThel 110 ot
MIPOrPaMMHOTO 00eCTIeYeHH s 110 CLIOCO0y HECaHKIIMOHUPOBAHHOTO
accoranuy (BHEAPEHHS) 3allIUTHOTO UCTIOJTB30BaHMSI IO CIIOCO0Y
MEXaHU3Ma. accoruanuu (BHEAPEHHUs) 3aIUTHOTO

MeXaHU3Ma MOYKHO IMOJIpa3/ieInTh Ha
JIBa THIIA:

1) BCTpOEHHBIE CHCTEMBI (BHEAPAIOTCS
nipu co3nanuu [10);

2) MPUCTHIKOBOYHBIE CUCTEMBI
(moxirovaroTCs K yske roropomy I10).

91. |OnummuTe OCHOBHYIO (PYHKITHIO CITY>KOBI Cnyx0b1 Active Directory (ciayxObl
Active Directory (ciy0bl aKTUBHOTO AKTHBHOTO Karajiora) MpeacTaBiIsoT
Karajora). co0oii pactipenenénnyo 0azy IaHHBIX,

KOTOpasi COJEPIKUT BCE OOBEKTHI
nomeHa. JlomenHnas cpena Active
Directory siBisieTcs eqMHON TOUKOH
ayTeHTU(UKALMY U aBTOPH3ALUU
MOJIb30BaTeNe U MPUIIOKEHUHN B
MaciTabax mpeInpusIThsL.

92. |JlaiiTe onMcaHKE MOHATHIO KOHTPOJUIEP baza nannbix Active Directory
noMeHa B pamkax Active Directory (ciayxObl |[XpaHUTCS Ha BBIJICTICHHBIX CEpPBEPAX —
aKTMBHOTI'O Karajuora). KOHTpoJIJIepax J0MeHa

93. |[aiite onucanue nousTuio I'pynmsl ['pynmsl 6e30macHOCTH — 3TO coco0
6e3omacHocTH B paMkax Active Directory cOopa y4eTHBIX 3anucei
(cmyx0bl aKTUBHOT'O Karajiora). HOJIb30BaTeNel, yHeTHBIX 3amucen

KOMIIBIOTEPOB U JIPYTUX I'PYI B
yTipaBiisieMble IMHHIIBI.

94. |Ilepeuncnute 061acTH NEHCTBUA TPyHI Active Directory onpenensier

Active Directory

CIEIyIoIre TPU 00JACTH TPYIIIHL:
1.YHuBepcanpHoE.

2.I'moGanbHBIA.

3.JIokanpHLIA JOMEH.
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Howmep Copneprxanue Bomnpoca IIpaBUIIBHBIN OTBET Ha 3a1aHue
3a/laHus

95. |Ilepeuncnute koMmoHeHTHl Active Directory |Active Directory Bkitouaer B ce0s

CIIEYIOINE KOMIIOHEHTBI:
OOBEKTHI.

JloMeHBI.

OpraHu3anvoHHbIE €INHULIBI.
[epeBbs.

Jleca.

96. |3amaua: Ha HerexuMuUeckoM NpeAnpusaTuy |B 3aBUCUMOCTH OT KOJIMYECTBA
B MEJITYHKTE IPEIIPHUATHSA C IOMOIIBIO 00pabaThIBacMbIX CYyObEKTOB
MEIUIIMTHCKUX HH(POPMAIIHOHHBIX CUCTEM NEPCOHATBHBIX JAHHBIX U THUTIA
COTPYIHUKU MEAINYHKTa 00padaThIBatOT aKTyaJbHBIX YIpO3 0€30MacHOCTH
IIEPCOHAIbHBIE METUIIMHCKUE TAHHBIC B MUC Tpebyetcst obecneunTs BTOPO
B MUC. Onpenenure kakoil ypoBEeHb WU TPETUM YPOBEHb 3alIUIICHHOCTH
3alUIIEHHOCTH HEOOX0AUMO OPTaHU30BaTh  |[[IEPCOHAIbHBIX JIAHHBIX.
qutst BeimoaHeHuss @3 N 1119 ot 01.11.2012
«O0 yTBepkaeHUHN TPeOOBAHUN K 3aIUTE
MepPCOHAIBHBIX TAHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JAHHBIX).

97. |3amaua: Ha He(rexuMu4eckoM JOUYEepHEM B nannom cirydae TpeOyercs
MPEeINpUITUN BeAeTcsl 00paboTKa o0ecneunTh TPEeTU YpOBEHb
OyXrajTepcKHX JaHHBIX U 3aT€M IO 3alIMIEHHOCTH NEPCOHATBHBIX JaHHBIX
3alUIEHHOMY KaHaJly IIepelaeTcs B U BBIIIIE.

TOJIOBHO€ OTAEICHUS IPEANPUSTHUS.
PaGoTHuKoB ovepHero mpeanpusaTus bonee
100 000 cyowekroB. OnpenenuTe Kakou
YPOBEHB 3aLIUIIEHHOCTH HE00X0AUMO
opranu3oBath /715 BbinoaHeHust @3 N 1119 ot
01.11.2012 «OG6 yTBepkaeHUN TPeOOBAHMIA

K 3alUTe NePCOHAIbHBIX JAHHBIX IIPH UX
00paboTke B MHGOPMAIIMOHHBIX CHCTEMAaxX
NIEPCOHAIBHBIX JAHHBIX.

98. |Ha cxnane npennpusatus no 6ecnpoBofHoil  |B onuceiBaeMoi cCUTyalluy 10CTaTOYHO
CEeTH NepeAaroT MHPOPMALMIO O MPUHATHIX U [CTAHIAPTHBIX BAPUAHTOB HIHM(PPOBAHUSA
OTIIPABJICHHBIX rpy3ax. OMUIINTE METO/IbI JAHHBIX MU Tepeaye 1no
3aLIUTHI IEPEABAEMBIX JAaHHBIX 10 6ecripoBoiHOM ceTH (mpoTokoiasl WPA
OECTIPOBOTHOM CETH. 3, CKIP, TKIP, AES-CCMP u T.11.).

99. |IlocraBneHa 3ajaua: HEOOXOAUMO MoIIAroBo  |OTIaIYMKH — IPOrPaMMHbBIE CPE/ICTBA,
npoananusupoBars padoty OC. Ha kakue HO3BOJISIOIIME BBIIOJIHATH IPOTpaMMy B
IIpOrpaMMHBIE CPEJICTBA Bbl OynuTe MOLIIArOBOM PEKUME, KOHTPOJIMPOBATh
HCIIOJIb30BaTh? €€ BBINOJIHEHNE, BHOCUTH U3MEHEHUS B

XOJI BBITTOJTHEHHUS.
100. |IlocraBneHna 3amga4a: HEOOXOAUMO MoHUTOpHI Oriepanuil ¢ peecTpom —

IIpoaHaIM3UpoBaTh padboty peectpa OC
Windows. Ha kakue mporpaMmHbIe cpecTBa
BbI OyJJUTE UCIOJIb30BaTh?

MPEIOCTABIIAET BO3MOXKHOCTh COOpaTh
uH(popmaIuio 06 oOpalleHusx K
peectpy Windows.
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